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Abstract  
The task of analyzing and selecting the best scenario of a cyberattack on information and 

communication system is considered as a component of the task of analyzing systems security. A 

method and corresponding algorithm for finding the best scenario of an attack on information and 

communication system using a logical and probabilistic model is proposed. The model describes the 

development of adverse events that arise in the information and communication system from the 

implementation of possible attacks on the security system from cyberspace. Analysis of cyber attack 

scenarios allows predicting the development of possible adverse cyber security events from the 

implementation of multiple threats to the system. The developed method and corresponding algorithm 

for analyzing attack scenarios can be used to analyze the security of information and communication 

systems, as well as in automation systems for designing information security systems or designing 

attacks on such systems. 

 

Keywords: Scenarios of cyberattacks on information and communication systems, Logical and  

probabilistic model of cyber security. 

____________________________________________________________________________
 

Introduction 

Information and communication systems 

(further, ICS) remain the preferred targets of 

cybercriminals. Most often, the goal of these 

attacks is the organization of interruptions in the 

work of these systems and accidents in the work 

of enterprises or the suspension of key 

technological processes. The success of such 

cyberattacks is facilitated by the obsolescence 

and defects in the protection of ICS and their 
components, the growth in the skills of 

cybercriminals, a significant increase in the 

market for malicious software, and other factors. 

The issue of security analysis of ICS remains 

relevant and attracts the attention of many 

researchers. In works [1] - [4], the main threats 

aimed at these objects are considered, the 

classification and methodology of 

countermeasures against threats are provided. 

 

 

 

The level of cyber security of ICS is largely 

determined by the ability of specialists to predict 

the sequence of actions of attackers, possible 

trajectories and characteristics of attacks. 

Therefore, a lot of research is devoted to the 

issue of analyzing attack scenarios. In works    

[5]- [7], scenarios of attacks on ICS are analyzed, 

various approaches to the implementation of 

such attacks are considered. When analyzing 

scenarios, it is important to choose a 

methodology for describing attacks on 

information systems, in particular methods for 

describing trajectories and quantifying the 

effectiveness of attacks. Among the methods of 

describing attacks, the most famous are the 

method of attack trees, fault trees, risk trees [8], 

[9], attack graphs [10] - [15] and others. 

An effective addition to the methods of 

describing attacks is the use of the list of known 

vulnerabilities and security defects of software 

CVE (CommonVulnerabilities and Exposures) 
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[16], the list of known techniques, techniques 

and tactics used by attackers for attacks 

ATT&CK (Adversarial Tactics, Techniques, and 

Common Knowledge) of the American company 

MITRE [17] and information from the American 

database of NVD vulnerabilities (National 

Vulnerability Database) [18]. 

Most methods of describing attacks do not 

operate and do not provide a quantitative 

assessment of attack effectiveness, so they are 

often supplemented with additional methods or 

procedures for such assessment. Among them is 

the logical and probabilistic method [19], which 

allows you to calculate the probability of a 

successful attack, the standard for calculating 

quantitative assessments of computer system 

security vulnerabilities CVSS (Common 

Vulnerability Scoring System) [20], 

methodology of factor analysis of information 

risks FAIR (Factor Analysis of Information Risk) 

[21] and others. 

Analysis of attack scenarios in many cases 

allows not only to evaluate the effectiveness of 

cyber attacks, but also to develop 

countermeasures to increase the level of cyber 

defense of the ICS. The works [22 - 24] are 

devoted to the solution of such problems. In 

works [25 - 27], based on the analysis of ICS 

threats, methods of  building a security 

information system network topology and 

optimal placement of information protection 

mechanisms are proposed. 

Given the importance of the problem of 

analyzing scenarios of cyberattacks on ICS and 

their insufficient development, further scientific 

research is currently necessary. In particular, the 

task of developing methods for quantitative 

analysis of the consequences of cyber attacks on 

information systems, determining the level of 

their effectiveness and selecting the best attack 

scenario is urgent. 

 

The aim of the study. For ICS with fixed 

physical, logical structures and the structure of 

the information security system, propose an 

approach to choose the best scenario of an attack 

on the ICS, which would provide the maximum 

quantitative criterion for the success of the attack 

using the logical and probabilistic method. 

Description of the ICS model. Тo describe 

the logical structure of ICS, we use an oriented 

graph ),( EVG , where Vvi   is the set of 

system objects/ information resources/ services, 

),...,( 1 LeeE  , ),( jik vve   is the presence or 

absence of ties between them, VVE  and 

Eei  . 

Such a description allows taking into account 

the network structure and connections between 

system objects. The network structure will 

depend on the switching connections and the 

corresponding network settings. While building 

the logical structure of the ICS, possible 

information flows should be taken into account, 

to build attack scenarios more accurately in the 

future. 

If several services are located on one physical 

server, which can be objects, sources of threats 

or attack scenarios can pass through them, then 

we will separate them into separate objects iv . 

We will present the resulting graph ),( EVG  in 

the form of an adjacency matrix, which is called 

an object accessibility matrix. The graph will be 

oriented because some objects can initiate 

connections only in one-way order. 

The concept of an attack scenario on ICS. 

Attack on ICS is an unauthorized informational 

influence on the system both through network 

channels and, directly, on the elements of the 

system. We will consider the attack scenario as a 

sequence of actions of the attacker, which he 

needs to perform in order to successfully attack a 

specified object of the system - the target of the 

attack. Such actions of the attacker will consist 

of successive capture of objects that are 

connected by information flows with the 

specified object, starting with the object to which 

he has, or is able to gain access. When capturing 

the object (service, resource) we will understand 

the attacker's ability to attack and capture the 

target of the attack. Under the analysis of attack 

scenarios, we will understand the analysis of the 

ways in which these attacks can be carried out 

and the conditions for their implementation. A 

successful attack on the ICS means a violation of 

the information security policy and (or) causing 

significant damage to one of the system's critical 

objects [28]. 

Thus, to build an attack scenario, it is 

necessary to know the sources of threats, the 

connection (topology) of  ICS services with each 

other, as well as the targets (objects) of attacks. 

That is, in fact, it is necessary to have a 

comprehensive model of threats on ICS. 

Description of the comprehensive ICS 

threat model. To build a complex threat model 

on ICS, among the ICS objects              , 
a set of critical objects, which are considered 
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attack objects                , is selected, 

and the set of objects that are considered sources 

of threats                . A condition for 

the success of an attack on ICS is a successful 

attack on at least one of its critical objects 

               . The number of attack 

objects can include services and servers that are 

critical from the point of view of security and 

functioning ICS, and among the sources of 

threats are users' computers, services connected 

to the Internet and external networks. The set of 

attack objects (critical objects) of the system can 

consist of services, servers, network equipment 

and other critical components of the ICS. 

The tuple           , which includes the 

network graph       , attack objects     and 

threat sources    , is called an attack graph. 

The set of paths from the sources of threats 

              to the selected attack object    
will contain the set of all possible ways of 

penetration of the attacker - attack scenarios: 

                                  

                                    . 

  (1) 

 

The attacker's ability to capture intermediate 

objects and successfully attack the target is 

defined as the estimated values of the 

probabilities               for each object 

              of the information system. Data 

on the probability of capturing objects are 

independent and are a relevant characteristic of 

ICS objects. 

Thus, the complex model of threats will be 

defined by the tuple             , where 

       is the topology of the ICS network, 

      аre the sources of threats,     is the 

set of attack objects,               аre the 

probabilities of capture of ICS objects. This tuple 

is called an attack graph. 

Logical and probabilistic criterion for the 

probability of success of the attack scenario. 

To solve the problem of analyzing attack 

scenarios and determining the best one among 

them, consider an ICS with known fixed network 

topology        and a set of critical objects for 

attacks                . Let us consider 

J     the functional of the success of attack 

scenarios (success of attacks) on ICS. We will 

give the meaning of this functionality as the 

probability of the ICS reaching an undesirable 

state, which is introduced, developed and widely 

used in the logic and probabilistic theory of 

security of complex systems [19]. 

The fundamental concepts of logic and 

probabilistic theory of security are the concept of 

a dangerous state of the system. Provided there is 

a formal description of the dangerous state 

function, we will use it as a criterion for the 

success of the ICS attack scenario. Let's consider 

the methodology of constructing such a criterion. 

According to the logic and probabilistic 

theory of security, attack scenarios constitute a 

conjunction of a sequence of events Zi, none of 

which can be removed without violating the 

corresponding scenario. Let's write the following 

conjunction in the form of a function of the 

algebra of logic (FAL) as: 

i
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where 
l

K  is the sequence of actions of the 

attacker in the ICS, which leads to the dangerous 

state of the specified object of the system, which 

corresponds to the l - th attack scenario. 

Based on this, each real ICS can be 

represented in the form of a threat state function 

(ТSF) - a finite set of attack scenarios (l =1, 2, 

…, d), and events Zi, (where 
l
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According to the logic and probability theory, 

the probability of the transition of the ICS to a 

dangerous state will be formulated as: 
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                  can be calculated using 

the known probability functions of each of the 

events Zi. To do this, it is necessary to transform 

ТSF (2) into one of the equivalent forms: 

orthogonal disjunctive normal form, perfect 

disjunctive normal form, or unique function in 

the basis of conjunction-negations [19]. For 

them, it is possible to directly replace the 

Boolean variables for them, it is possible to 

directly replace the Boolean variables with their 

probabilistic values            (relationship 

(3)). 

Based on this methodology, it is possible to 

write a logical and probabilistic criterion for the 

probability of success of an attack scenario on 

ICS: 

                                                   (4) 

where all variables are defined above. 
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We note that in the future, when building a 

procedure and algorithm for analyzing ICS attack 

scenarios and determining the best among them, 

the network topology and the set of critical 

objects for attacks will be fixed, and function A - 

the finite set of possible attack scenarios - will be 

an independent variable. 

Note that changes in parameters A will lead to 

a change in the structure of the ICS model, which 

will have an impact on the final value of the 

criterion for the probability of success of an 

attack J     on ICS. 

Analysis of success and selecting of the best 

scenario of attack on ICS. Let's formulate the 

problem of analyzing and selecting the best 

scenario of a cyberattack on ICS based on the 

known topology of the network        and the 

structure of the cyber security system   
              ІCS. Among all possible 

scenarios of cyberattacks, find the following 

scenario (graph structure) that provides the 

maximum of the functional J   : 

where                 - finite set of 

possible attack scenarios, A* - the best attack 

scenario that gives the functional J    the 

maximum value. 

As mentioned above, the functional J    
should determine the quantitative measure of the 

success of the attack, in addition, it should 

depend on the main parameters of the ICS model 

and the complex threat model, such as topology, 

descriptions of the placement of critical objects 

for attacks, attack scenarios, etc. 

Algorithm for selecting of the best scenario 

of attack on ICS. Let's formulate an algorithm 

for building the probability function of the best 

scenario of attack on ICS in the following form: 

1. To define the set of objects/ 

resources/services in ICS               ; 
2. To present the logical topology of the ICS 

network in the form of a graph       ; 
3. To determine the categories of intruders 

and the multitude of sources of threats            

               , as well as a variety of 

attack targets                ; 

4. To determine the probabilities of 

capturing objects              , included in 

the attack scenarios and build a comprehensive 

threat model              ; 
5. To define a set of attack paths for each of 

the identified attack objects: 

 
 
 

 
  )};{()},...,;{()},;{();( 122111 oaoaoaoA K

 )};{()},...,;{()},;{();( 222212 oaoaoaoA K
                            

 )};{()},...,;{()},;{();( 21 MKMMM oaoaoaoA 

  

6. For each of the attack objects Ooi  , 
based on the attack graph, write the attack paths 
       in the form of a logic algebra function 
(2); 
7. Write down the function of the dangerous 

state in the form (3); 

8. To convert the dangerous state function to 

the orthogonal disjunctive normal form (ODNF) 

to construct the success probability functions of 

the attack scenario; 

9. To construct the function of the 

probability of success of the attack scenario J    
for ICS in the form (4); 

10.  Based on the values of the object capture 

probabilities               to calculate the set 

of criteria for the probability of success of attack 

scenarios on ICS J1    , J2    , …, JK     
((ratio (4)) for each of the possible attacks 

               ; 

11. Determine the maximum functional 

Jmax    of the finite number of arguments 

                and the corresponding best 

attack scenario    (relation (5)). 

In order to determine the efficiency of the 

developed method and algorithm for selecting 

the best scenario of attack on ICS, we will 

consider an example. 

An example of using the algorithm for 

selecting of the best scenario of attack on a 

local network connected to the Internet. 

Consider the ICS, which is a local network 

connected to the Internet [26]. 

The network contains web and mail servers 

connected to a database server. In addition, users 

use the application server, which also 

communicates with the database server. In 

addition, the network has an automatic 

workplace (AWP) of a user and an 

administrator's AWP, which has access to all 

servers of the system (Figure 1). 

Consider the case when an attacker wants to 

gain access to a critical attack object - a database 

server        . 

To solve the problem, use the proposed 

algorithm, according to which: 

1. Let's build an access matrix of hosts among 

themselves (Figure 2), as well as a logical 

diagram of a local network (Figure 3).  

 

           
         

   
    

                
                                 (5) 
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Figure 1: Physical structure of the local network 
 

The matrix shows the connection of network 

hosts to each other. If the connection is present, 

then the cell at column and row is set to 1 for 

corresponding serial number of the host. If there 

is no connection - 0. 
 















1000007

1100006

0100005

1111114

1000013

1000012

0000111

7654321

 

Figure 2: Host access matrix, where 1 – Firewall, 
2 – MailServer, 3 – Web Server, 4 Administrator, 
5 – Clients 
 

2. Define categories of intruders, multiple 

sources of threats                 and a 

critical object for an attack         - the cyber 

security system of the database management 

server. 

 

 
Figure 3: Logical structure of the local network 

We will consider two categories of intruders: 

external (from the Internet) and internal (from 

the local network). In this way, the entry points 

to the system will be: the firewall, the 

administrator's AWP, and the user's AWP. 

The attack scenario can be considered 

successful if the attacker gains access to the 

servers that have direct access to the database 

management server: web server, mail server, 

application server, and the administrator's AWP. 

Figure 4 shows the sources and paths of the 

attacks on the database management server. 

 
Figure 4: Sources and paths of attacks on the 

database management server 
 

3. Based on the access matrix of hosts and 

logical circuits of the local network, we 

automatically form a scenario of attack 

development. In Figure 5, we present the 

scenario of an attack on a database server in the 

form of a graph. 

 

 
 

Figure 5: Attack scenarios in the form of a graph, 

 where Z1 – Capture Firewall, Z2 – Capture Mail 

Server, Z3 – Capture Web Server, Z4 – Capture 

Administrator, Z5–Capture Clients, Z6 – Capture 

Application Server  
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4.Based on the defined graph (Fig. 5) and 

relation (2), we will construct the function of the 

dangerous state y 
                                 

                                           (6) 
5. To move to the probabilistic form (3), let's 

write (6) in the form 
                                       
           

   
       

       
    

             
   

         
       

        

             
   

        
       

                         (7) 

6. Let's write                   by 

replacing Zi in (7) with            and get 

the function of the probability of success of the 

attack scenario J   : 
     J                       

                
   

        
       

         

                                

                                                                         

7. Based on relation (8) and the known 

probabilities of capturing objects   
           , we will calculate a set of criteria for 

the probability of success of network attack 
scenarios J    , J    , …, J     for each of 

possible attacks                ; 

8. We determine the maximum functional 

Jmax    of the finite number of arguments 

                and the corresponding best 

attack scenario    (relation (5)). 

In order to determine the efficiency and main 

quantitative characteristics of the developed 

method and algorithm for selecting of the best 

scenario of attack on the Database Server of a 

local network connected to the Internet, we will 

conduct a computational experiment. 

Analysis of the results of the computational 

experiment. We will obtain and analyze the 

quantitative characteristics of the algorithm for 

selecting of the best scenario of attack on the 

Database Server of a local network connected to 

the Internet. To do this, we will place the main 

input and output data of the experiment in Table 

1. 

In the columns of Table 1, the values of the 

probabilities of the realization of the capture 

conditions are given  Firewall - P1, Mail Server - 

P2, Web Server - P3, AWP Administrator – P4, 

AWP Clients - P5, Application Server P6. The 

rows contain the probable conditions for several 

attacks                                 . The 

last column shows the values of the criteria for 

the probability of success of the attack scenarios 

J    , J    , …, J      on the Database Server. 

Table 1. Probable values of Pj, j=1,..,6 and 
success results of J     attacks               on 
Database Server 

 P1 P2 P3 P4 P5 P6 J    

   1.0 X 1.0 X X X 1.0 

   1.0 1.0 X X X X 1.0 

   1.0 1.0 1.0 X X X 1.0 

   X X X 1.0 X X 1.0 

   X X X X 1.0 1.0 1.0 

   0,6 0,2 0,4 0,7 0,1 0,5 0,8039 

   0 0,2 0,4 0,7 0,1 0,5 0,715 

   0,6 0 0,4 0,7 0,1 0,5 0,7834 

   0,6 0,2 0 0,7 0,1 0,5 0,7492 

    0,6 0,2 0,4 0 0,1 0,5 0,3464 

    0,6 0,2 0,4 0,7 0 0,5 0,7936 

    0,6 0,2 0,4 0,7 0,1 0 0,7936 

    0,5 0,5 0,5 0,5 0,5 0,5 0,7656 

 

The first five rows of Table 1 show the values 

of the probability of the conditions that 

correspond to the scenarios of five successful 

attacks on the Database Server: 

  – capture of the Firewall and capture of the 

Web Server;    – Firewall capture and Mail 

Server capture;    – capture of Firewall with 

simultaneous capture of Mail Server and Web 

Server;    - capture of the Administrator's AWP; 

   – simultaneous capture of Clients and 

Application Server AWP. The first three 

scenarios are external attacks, and the fourth and 

fifth are internal attacks. All scenarios give the 

highest values 1.0 of the criterion J    , J    , 
…, J    . The X icon in the first five lines 

indicates the probabilities of implementing 

conditions, the values of which do not affect the 

success of attacks. 

Lines 6 to 13 of Table 1 contain the 

conditions for conducting other attack scenarios 

with different effectiveness. 

The maximum functional Jmax    will allow 

selecting    - the best (or bests) scenario of 

attack on a local network connected to the 

Internet. 
 

Conclusions 
 

The task of analyzing and selecting the best 

scenario of a cyberattack on an ICS is considered 
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as a component of the task of analyzing the 

security of systems. A method and corresponding 

algorithm for selecting of the best scenario of 

attack on ICS using a logic and probability 

model is proposed. The model describes the 

development of adverse events that arise in the 

ICS from the implementation of possible attacks 

on the security system from cyberspace.  

Analysis of cyber attack scenarios allows 

predicting the development of possible adverse 

cyber security events from the implementation of 

multiple threats to the system. The developed 

method and corresponding algorithm for 

analyzing attack scenarios can be used to analyze 

the security of ICS, as well as in automation 

systems for designing information security 

systems or designing attacks on such systems. 

A computational experiment was conducted, the 

quantitative characteristics of the algorithm for 

selecting of the best scenario of attack on the 

Database Server of a local network connected to 

the Internet were obtained and analyzed. The 

analysis of the results confirmed the efficiency of 

the developed method and algorithm. 
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