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Abstract
The principles of cyber attacks detection that based on media content are described. Proposed methods are suitable
for description of the general trends in the dynamics of information flows concerning cyber incidents. A generalized
diagram of cyber attacks stages displaying in the media space is proposed. On the basis of the diagram the basic wavelet
functions are selected, which can be considered as a reference for detecting cyber incidents. The proposed wavelets are
low-order derivatives of Gaussian function (Wave, «Mexican Hat» and Morlaix wavelets). Retrospective analysis of
already implemented information operations is a reliable way to verify them. The problem of forecasting is partly solved
by probabilistic estimates in accordance with the type of reference functions.
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Introduction

Numerous cyber incidents that are occurring at this
time, apparently, are reflected in the modern media
space of the Internet (on websites, social networks,
video hosting, etc.). Very often cyber attacks can be a
part of information operations, the reflection of which
in the media space is widely studied and presented in
numerous publications [1, 2, 3]. Manifestations of cy-
ber incidents in the media space, in the dynamics of
information flows, may have their own characteristics,
however, the study of the behavior of the relevant in-
formation flows in the media space is still quite limited.
Detection of templates, reference functions of cyber
attacks in the information space, such as templates of
cyber incidents in networks [4] allows to detect cyber
attacks in the archives of information messages, detect
current cyber attacks, and in some cases, to predict the
development of cyber incidents. The main idea of the
study described in this article is as follows:

1) Templates (reference functions) for displaying cy-
ber attacks in the media space are calculated on
the basis of social media monitoring information.
It is assumed that the media space, in particular,
websites – is a reflection of public opinion.

2) It is assumed that two main types of reports on
cyber incidents are published on social media: A)
reports on new cyber incidents, cyberattacks (type
A reports); B) previous reports of cyber incidents,
official reports and comments on these events (type
B reports).

3) The reference functions for displaying cyber attacks
in the media space should correspond to the time
and level of the relationship between the volume
of type A publications and the corresponding type
B messages. This relationship can, in particular,
be calculated as a correlation between relevant
message flows.

4) The overall flow of cyber incident messages in cy-
berattacks is a technically difficult-to-separate mix
of type A and B messages. The relationship be-
tween type A and B messages can be displayed as
autocorrelation for the overall cybersecurity infor-
mation flow cyber attacks.

Traditional analysis of information flows dy-
namics

The world community is increasingly using informa-
tion from open sources to solve a wide range of problems.
Many modern information and analytical systems in-
clude tools for displaying statistics on the occurrence
of concepts that meet user requirements. In particular,
the authors used the statistics subsystem within the
InfoStream content monitoring system of the web space
[5], which implements this functionality.

When studying such trends in cyber incidents, time
series are considered to be series in terms of the number
of thematic publications for a certain period of time
(most often – per day) that correspond to these cyber
incidents (more precisely, queries related to them).

The role of OSINT (Open Source Intelligence) [6] in
cyber incidents detection is determined by a number
of aspects, including the algorithm efficiency, volume,
quality, clarity, ease of use, cost of actions and more.
The following factors affect the process of planning and
preparing for OSINT:

• Effective information support. Most of the nec-
essary information on cyber incidents is obtained
from open sources.

• Availability, depth and scope of publicly available
information allows to find the necessary informa-
tion without the use of specialized tools.

• Simplification of data collection processes.
• Depth of data analysis. OSINT allows you to

analyze all publicly available information.
• Efficiency. A sharp reduction in access time.

64

Intelligent Data analysis methods in cybersecurity



• Volume. Ability to monitor mass sources of infor-
mation in order to find interesting content, people
and events.

• Quality. Information is devoid of subjectivity.
• Ease of use. It is possible to conduct a comprehen-

sive investigation based on data from the Internet.
• Cost. The price of data extraction is minimal,

determined only by the cost of the service used.
Therefore, to identify trends, information flows cor-

responding to cyber incidents are studied – thematic
information flows. Numerous scientific works [7, 8, 9]
are devoted to the study of the dynamics of information
flows, where it is shown that in typical situations the
dynamics of information story dissemination is char-
acterized by the nature of «burst», waves with a clear
period of growth and subsequent decline. The trends of
messages corresponding to the stages of the information
operation are shown in [10], shown on Fig. 1. Ana-
lysts should focus on the following models, for example,
if monitoring allows to determine the phases: «back-
ground» – «calm» – «training» – «calm» – «attack».
The first three components are likely to predict future
events.

Fig. 1. Dynamics of the number of thematic messages
during the information operation: 1 – background; 2 –
calm; 3 – training; 4 – calm; 5 – attack/growth

It should be noted that such dynamics of the number
of thematic messages during information operations is
well described by the known equation of propagation
of electromagnetic waves:

𝑦 = 𝐴+𝐵𝑥 sin𝑥, (1)

where 𝑥 — time, 𝐴 and 𝐵 — empirically determined
constants.

The general flow of reports of cyber incidents
To conduct the study at the first stage with the help of

the InfoStream content monitoring system, the dynam-
ics of the number of thematic reports on cybersecurity
was obtained daily for 6 years: from 2016 to 2021. The
thematic flow was determined by the query information
retrieval language of this system (in ukrainian):
кибератак|киберпреступ|кiбератак|

|кiберзлочин|(хакер@атак)
In total, more than 600,000 thematic reports were

taken into account. The system issued data related to

the number of messages for each day of the observation
period. Relevant data were aggregated, combined into
a single time series (Fig. 2).

Content analysis
As a result of automatic information-analytical pro-

cessing, which was carried out using the InfoStream
system, the main story chains were obtained, which
correspond to the dates with the highest number of
messages for this query in 2020 (Fig. 3, 4). Obviously,
different types of messages related to different cyber
incidents are mixed up in the general information flow.
Correlation analysis, the results of which are given
below, should help to identify the features of their
distribution.

On Fig. 5, 6, 7, 8 the diagrams of Dynamics of mes-
sages on the topics of individual cyber incidents are
presented («Cyberattack on the Colonial Pipeline» and
«Cyberattack on the water supply system of Florida
state (USA))», as well as fragments of main story chains
selections on these topics.

Correlation analysis
Correlation analysis, in particular the properties of

autocorrelations, is used to identify internal dependen-
cies inside of the information flow.

Let 𝑋𝑡 – is the message sequence number that were
received, e.g., per day 𝑡, 𝑡 = 1, ..., 𝑁 , then the autocor-
relation function for series is defined as:

𝐹 (𝑘) =
1

𝑁 − 𝑘

𝑁−𝑘∑︁
𝑖=1

(𝑋𝑘+𝑡 −𝑚)(𝑋𝑡 −𝑚), (2)

where 𝑚 – the average of the series 𝑋.

Autocorrelation function of real cybernetic op-
eration

In the environment of the Matlab system, the au-
tocorrelation of the time series was calculated using
the xcorr function,and graphically presented on Fig. 9,
where the abscissa is marked by the value of autocorre-
lation, and the ordinate – time offsets (per day). Shown
on Fig. 9 the autocorrelation function has a complex
nonlinear structure, the objectives of the study obvi-
ously correspond to the values of local extrema. These
data can be used in the formation of the pattern of
cyberactivity.

Some cyber incidents are characterized by an autocor-
relation function, similar to the function of the general
information flow (Fig. 10), which gives grounds to de-
termine the features of cyber incidents represented by
the media space information.

Comparison with other thematic streams
According to the proposed methodology on the same

basis, at the same time, autocorrelations were calcu-
lated for other information flows related to terrorism
(Fig. 11a) and ecology (Fig. 11b). Comparison of these
results with the values of the autocorrelation function
for the subject of cyberattacks confirms the possibility
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Fig. 2. Aggregate time series (horizontal axis – serial number of the day, vertical axis – the number of thematic
messages)

Fig. 3. The main thematic stories for December 14,
2020. Type A.

of constructing a reference function as a template for
cyberattacks based on the proposed approach.

General model of the cyber attacks represen-
tation process in the media space

The study of information flows of reports on cyber
incidents, correlation analysis, allows to expand the
model of information operations, described in [10] with
additional stages, complicate the reference function with
additional bursts corresponding to the stages of publish-
ing the results of relevant cyberattacks investigations.
The following generalized pattern chart corresponds
to the number of cyberattack messages (vertical axis)
over time. Fragments of this function may correspond
to individual cyberattacks, which can be used as a
template for detecting information operations by cor-
relation analysis methods and other image recognition
methods. Fig. 12 shows the following possible bursts
on the timeline (diagram): 1st burst: preparation for
a cyber incident, conditional «intelligence», 2nd burst:

Fig. 4. The main thematic stories for February 20, 2020.
Type B.

Fig. 5. Dynamics of messages on the topic «Cyberattack
on the Colonial Pipeline»

the actual cyberattack, 3rd burst: discussion stage,
cyber attack investigation, 4th and further outbursts:
mention of cyber attacks, for example, in the events
of subsequent cyber incidents. It should be noted that
real cyber incidents may not contain individual bursts,
such as «intelligence» bursts, or «remembrance» bursts
can be significantly distant in time.

Wavelet analysis of cyber attacks
To determine the degree of «proximity» of studied

time series fragments to the diagram of cyber incident
reflection in the media space on various scales, it is
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Fig. 6. Fragment of the main plots selection on «Cy-
berattack on the Colonial Pipeline» topic

Fig. 7. Dynamics of messages on «Cyberattack on
Florida Water Supply» topic

proposed to use «wavelet analysis», which has found ap-
plication in natural science and sociology [11, 12]. The
main idea of wavelet transform is that a nonstationary
time series is divided into separate intervals (so-called
«observation windows»), and each of them is used to
calculate a value that shows the degree of closeness of
the laws of the observed data with different shifts of
a special function (wavelet) on different scales. The
wavelet transform generates a set of coefficients that
are functions of two variables: hours and frequencies,
and therefore form a surface in three-dimensional space.
Wavelet coefficients show how much the behavior of
the process at each point is similar to the behavior of
the wavelet at this scale. The main advantage of the
wavelet transform is that the part selected from the
time series is analyzed with the degree of detail that
corresponds to its scale. The wavelet scaleogram shows
all the characteristic features of the original series: the
scale and intensity of periodic changes, the direction
and significance of trends, the presence, location and
duration of local features.

The wavelet transform, like the Fourier transform,
can be considered in terms of correlation. In this case,
the correlation of the original function with the wavelet
function of different scales is considered. In order for
such a procedure to always be possible and for the
correlation coefficients to be informative, the wavelet
function 𝜓𝑡 should satisfy certain mathematical proper-
ties.

Function 𝜓𝑡 is quadratically integrated (𝜓 ∈ 𝐿2(R)
or, in other words, has finite energy

𝐸 =

∞∫︁
−∞

|𝜓(𝑡)|2𝑑𝑡. (3)

Denote 𝜓(𝜆) the Fourier transform of a function 𝜓𝑡,

∞∫︁
−∞

|𝜓(𝜆)|2

𝜆
𝑑𝜆 <∞. (4)

Enter the scale parameter 𝑠 and location parameter
𝑙, then the converted version of the mother wavelet will
be as follows

𝜓𝑠,𝑙 =
1√︀
|𝑠|
𝜓

(︂
𝑡− 𝑙

𝑠

)︂
. (5)

Continuous wavelet transform function 𝑥(𝑡) ∈ 𝐿2(R)
is called an expression

𝑊 (𝑠, 𝑙) =
1√︀
|𝑠|

∞∫︁
−∞

𝑥(𝑡)𝜓*
(︂
𝑡− 𝑙

𝑠

)︂
𝑑𝑡 =

=

∞∫︁
−∞

𝑥(𝑡)𝜓*
𝑠,𝑙(𝑡)𝑑𝑡, (6)

where 𝑙, 𝑠 ∈ R, 𝑠 ̸= 0; 𝜓* – complex conjugate func-
tion to 𝜓, values {𝑊 (𝑠, 𝑙)}𝑙,𝑠∈R are called wavelet trans-
form coefficients.

From the given formula it is seen that the essence of
such transformation consists in calculation of correlation
coefficients of a special kind.

Based on the basic wavelet, a family of functions is
built by stretching/compression and parallel transfer.
This is necessary to explore different areas of the output
signal and with varying degrees of detail.

With the help of continuous wavelet transform, the
areas of the studied series that are most similar in shape
to the wavelet are detected. The idea is to compare
parts of a series with some pattern on different scales.
The wavelet transform is the correlation between the
original time series and the wavelet 𝜓(𝑡). Thus, the
wavelet transform depends on the position of the wavelet
on the time axis and its scale. The processes under
consideration are clearly visible both on wavelet scale-
ograms and on the corresponding skeletons (graphs of
extremum lines).

During the wavelet analysis, it was decided to use
the wavelets Wave (Gaussian wave), MexH (Mexican
hat) and Morlaix (all are the low-order derivatives of
Gaussian function), as close in shape to the diagram
shown on Fig. 13.

The resulting wavelet coefficients can be represented
graphically by postponing the wavelet offset (time axis)
and the scale (axis of scales) on one axis, and color the
points of the resulting scheme depending on the size of
the corresponding coefficients, the higher the coefficient,
the brighter the colors ).

These coefficients show how similar the behavior of
the process at this point is to the wavelet at this scale.
The closer analyzed dependence within a given point
to the type of wavelet, the greater the absolute value of
the corresponding coefficient. The application of these
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Fig. 8. Fragment of a main plots selection on «Cyberattack on Florida Water Supply» topic

Fig. 9. Autocorrelation function that corresponds to the dynamics of the overall information flow on cybersecurity
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Fig. 10. Autocorrelation function corresponding to the dynamics of messages about cyber attack on the Colonial
Pipeline

(a) (b)

Fig. 11. Autocorrelation function corresponding to the dynamics of reports on terrorism (a) and ecology (b)
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Fig. 12. Stages of displaying the information about
cyber attacks

operations, taking into account the properties of the
locality of the wavelet in the frequency-time domain,
allows to analyze data at different scales and accurately
determine the position of their features over time.

On the scaleograms you can see all the characteristics
of the original series: the scale and intensity of periodic
changes, the direction and significance of trends, the
presence, location and duration of local features.

The following Fig. 14– 16 are the results of a rapid
analysis of thematic information flows in response to the
two cyber attacks on the Florida State Water System,
the Colonial Pipeleine, and the 2016 General Cyber
Incident Information Flow. 2021.

The scaleograms show that the complication of the
wavelet (the first derivative of the Gaussian function,
the second derivative, the third derivative), provides an
increase in the level of detail from a generalized view
- Wave wavelet to detailed - Morlaix wavelet. Obvi-
ously, the Morlaix wavelet (Fig. 13c) and the presented
scaleograms supply a sufficient level of details.

However, the choice of templates as derivatives of the
Gaussian function does not claim to be fully complete,
it is not even limited to wavelets. Other approaches
are possible. Wavelet as a function must have certain
mathematical properties, in particular, rapidly decrease
to zero at infinity. In some cases, it is useful to use a
template that does not meet the wavelet requirements.
To do this, instead of a wavelet transform, we can
calculate the correlation between part of the time series
and some pattern p [1]:

𝐶(𝑙, 𝑘) =

𝑘∑︀
𝑖=1

(𝑥𝑙+𝑖 − 𝑥)(𝑝𝑖 − 𝑝)√︀∑︀
𝑖 = 1𝑘(𝑥𝑙+𝑖 − 𝑥)2(𝑝𝑖 − 𝑝)

(7)

The obtained coefficient 𝐶(𝑙, 𝑘) depends on the values
𝑥𝑙+1, ..., 𝑥𝑙+𝑘. That is the parameter 𝑙 corresponds
to template offset, and parameter 𝑘 in this case it is
analogous to scale 𝑠, which was used during the wavelet
transform.

Conclusions
Considered models and methods are suitable for de-

scribing general trends in the dynamics of information
processes. Wavelets are considered as reference func-
tions. We consider a derivatives of different orders
from the Gaussian function (Wave, MexH and Morlaix
wavelets), which correspond to the general diagram of
cybernetic attacks in the media space proposed in the
article. Retrospective analysis of already implemented

information operations proved to be a reliable way to
verify them. The problem of forecasting partly is solved
by probabilistic estimates of the continuation of the
proposed pattern. Obviously, more realistic models can
be obtained taking into account an additional set of
factors, most of which are reproduced over time. In
addition to the dynamics of time series, it is necessary
to analyze the content of information messages. Nu-
merous parameters extracted from texts by the Text
Mining methods, which can be used later in machine
learning as parameters of the recognition system, must
be taken into account.
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(a) (b) (c)

Fig. 13. Examples of wavelets that can be used in the analysis of cyber attacks: (a) Gaussian wave (the first
derivative of Gaussian function), (b) Mexican hat, (c) Morlaix’s wavelet (real part)

Fig. 14. Wavelet scaleogram of the time series corresponding to the cyber attack on the Florida water system
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Fig. 15. Wavelet scaleograms of the time series corresponding to the cyber attack on the Colonial Pipeline

72

Intelligent Data analysis methods in cybersecurity



Fig. 16. Wavelet scaleograms of the time series, which correspond to the general information flow on cyber
incidents topics for 2016–2021
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