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Abstract

This work presents the results of research on suppression attacks, which are a specific case of fron-
trunning attacks. We provide a formal step-by-step algorithm for executing the attack, along with a
mathematical model and explicit analytical formulas for calculating an upper bound on the success
probability of such an attack with numerical examples.

This study continues the research presented in [[1], which investigated insertion and displacement

attacks.
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Introduction

Suppression attacks, which represent a par-
ticular case of frontrunning attacks, pose a sig-
nificant threat to blockchain networks that are
based on public mempools. The core idea of
such attacks is to manipulate the order in which
transactions are included in a block, with the
goal of delaying the execution of the original
transaction. These attacks do not exploit vulner-
abilities in smart contracts and their execution
uses only publicly available information. This
greatly simplifies the attack process, resulting in
a high frequency of their occurrence.

In this work, a step-by-step algorithm for
performing a suppression attack is formalized.
Based on this algorithm, a mathematical model
of the attack is proposed, which enables the
derivation and rigorous proof of explicit analyti-
cal formulas for the upper bound of its success
probability.

1. Review of Related Work

One of the first groups of researchers to dis-
tinguish between different types of frontrunning
attacks were S. Eskandari, S. Musavi, and J.
Clark. In their work [2f], they identified and de-
fined the suppression attack, and explained why
it cannot be reduced to a large number of re-
peated displacement attacks. The key difference
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lies in wider variety of techniques utilized by
suppression attacks. Suppression can be achieved
not only through displacement (i.e., delaying a
transaction due to block size limits), but also
by other means, for example, by exhausting the
gas limit allocated to a single block. Also worth
mentioning a similarity between suppression at-
tacks and censorship attacks, which were stud-
ied by by Z. Wang [3] and J. Kim [4]. Both
of attacks aim to leverage delaying the process-
ing of a transaction, but they rely on different
mechanisms. A suppression attack aims to ma-
nipulate the order in which transactions were
processed, and this can be achieved through mul-
tiple completely different strategies. The main
ones include:

1) Manipulating the gas limit — this strategy
is based on exploiting the block gas limit,
i.e., the maximum total amount of gas that
can be used by all transactions included in
a block. This mechanism is described in
more detail in the work by M. Varun [5]].
Influencing validators — this approach in-
volves censoring transactions through val-
idators. It is thoroughly examined in the
works of A. Wabhrstitter [6, [7], which in-
vestigate methods of exerting influence on
network validators.

Influencing miners — this strategy relies on
altering miners’ behavior with additional
profit beyond the standard block reward

2)

3)
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(Mining Extractable Value) to manipulate
the transaction order within the blocks they
produce [8, 9, [10]. Studying the incentives
and mechanisms that influence miners pro-
vides further insight into how suppression
attacks can be performed.

As we can see, the objective of a suppression
attack can be achieved even in the absence of
network or smart contract vulnerabilities, which
makes protection against such attacks an impor-
tant subject of research.

Various scientific studies propose different ap-
proaches to defending against suppression attacks
and attacks that involve similar manipulations
for gaining profit. For example, the use of pri-
vate mempools complicates the attacker’s ability
to gather information about vulnerable transac-
tions [11]. Implementing fair transaction order-
ing mechanisms weakens the levers of influence
required for a successful attack [[12, [13} [14]. The
development of models for detecting and prevent-
ing such attacks [15] provides additional insights
into the emerging strategies and techniques avail-
able to adversaries.

This article is a continuation of the research
presented in [1]], which enables the estimation of
success probabilities for other types of frontrun-
ning attacks.

2. Formalization of the Suppression At-
tack

A suppression attack is a specific case of a
frontrunning attack. The primary goal of this
attack is to delay the execution of an original
transaction. The targets of such an attack are
typically transactions that have a noticeable im-
pact on market conditions. By knowing the ex-
act effect of the original transaction, the attacker
seeks to postpone its inclusion in a block in
order to gain time for manipulating the asset
before the market conditions change due to the
original transaction. One of the most common
implementations of this attack is delaying the
original transaction by one block, which gives
the attacker time for manupulations before the
next block is produced.

The process of the attack can be described in
more detail as follows.

To obtain the necessary information for the
attack, the attacker begins monitoring transac-
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tions in the public mempool that are waiting
to be included in a block. Upon identifying a
transaction whose delay could potentially yield
a profit, the attacker selects one of the avail-
able methods to influence the transaction order-
ing within the block. The implementation of
strategies involving influence over miners or val-
idators is difficult to formalize mathematically,
as it depends on network-specific mechanisms
and reward structures. Therefore, in this work,
we focus on the manipulation strategy based on
the gas limit within the Ethereum blockchain
network.

Given that the attacker’s objective is to de-
lay the inclusion of the original transaction until
the next block, the attacker must create a series
of transactions that will be included before the
original one, consume the entire block gas limit,
and thereby prevent it from being included into
the current block.

One of the key parameters that defines the
characteristics of this transaction series is the
block gas limit. The block gas limit is a network
parameter that specifies the maximum amount of
gas that can be used by all transactions included
in a block. Although this limit is not fixed, its
value can be accurately predicted by analyzing
recent blocks. Since each transaction consumes
a certain amount of gas, the attacker’s next step
is to estimate the block gas limit and determine
the optimal gas usage per transaction so that
including this series (or a sufficient subset of
it) uses the entire block gas capacity before the
original transaction can be included.

Another important characteristic of the at-
tacker’s transactions is the size of their fees. To
increase the likelihood that these transactions
will be included before the original one, their
priority among miners must be raised. This is
typically achieved by significantly increasing the
fee of the attacker’s transactions compared to
the original. Thus, the attacker’s next step is to
determine an appropriate fee level, depending on
the desired probability of success.

Once these parameters are determined, the
attacker generates the transaction series and sub-
mits it to the network.

This results in the original transaction being
delayed by at least one block, giving the attacker
time to exploit market conditions for profit.
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The formal algorithm for suppression attacks
can be written as follows:

Algorithm 1. Execution of Suppression At-
tack
Input:

* Publicly available information about transac-
tions (including their fees) that are currently
in the mempool and awaiting processing
(i.e., inclusion in a block);

* Expected gas limit of the next block.

Steps:

1) Among the pending transactions in mem-
pool, identify which one can provide profit
if successfully attacked.

2) Estimate the amount of gas for each at-
tacker’s transaction to consume and the
number of such transactions needed to con-
sume all the gas of the upcoming block.

3) Estimate the fee for each attacker’s trans-
action to ensure it will be included in the
block before the original transaction with
sufficient probability.

4) Create a series of transactions according to
the calculated parameters.

5) Send the series to the blockchain network.

Output: A series of the attacker’s transactions

The attack is considered successful if the gen-
erated series of transactions (or its sufficient sub-
set) is included in the block before the orig-
inal transaction. The original transaction may
be evicted either because there is no remain-
ing space in the block, or because the attacker’s
transactions included in the block have con-
sumed all available gas.

3. Probability of Success of a Suppression
Attack

Let us introduce the following notations. Let
the value 7 denote the fee size of a transaction,
and let the random variable 7’; represent the pro-
cessing time ¢ of a transaction with fee 7. This
random variable is typically modeled as having
an exponential distribution [16]] with a parame-
ter A, where the expected waiting time is equal
to 1/A. Thus, the higher the parameter \, the
shorter the expected processing time of the trans-
action.

In this work, we adopt the same model as
in [[1], assuming that the parameter A is an in-

creasing function of the transaction fee: A =
A(T).

Next, let {A;}"F denote the time inter-
vals required by the attacker to create a series
of alternative transactions {Tx;}""", and define
A= Z?:—i_lk A

Denote 7o, as the fee set in the original
transaction.

Also, let A; =

{1,...,n+k}.

A7)

Xorg A and N,y =

Theorem 1. Let the attacker generate a series
of n + k transactions, such that any subset of n of
them is sufficient to fully consume the gas limit of
the upcoming block. Denote by T, ..., Ty1k the
fees assigned by the attacker for processing these
transactions.

Then the probability of a success-
ful  suppression  attack, denoted by
Paup(Torig, T1, T2, T3, « -+« s Ttk D), can  be

upper-bounded by the following expression:

Psup(Toriga 7—17 e 77—n+k7 A) S

A(orig): - A(7i,)
cons 8 M

A(Tori
{i1sin JCNp g u=1 (Torig

Proof. According to the suppression attack
algorithm, the attack is successful if the time re-
quired to identify a suitable transaction, generate
a series of alternative transactions, and process
at least any n of them is less than the processing
time of the original transaction. Let A;, be an
event Tr, + A;, <T7 . Following the defined

notation, this probability can be calculated as:

< Tn+k, A) ==
P(Ai, Aiy, ..

Psup(Toriga T1,72,73y - -

=2

{i1sin }C Ntk

. )A’Ln)

As long as suppression attack does not need
a specific order of attacker’s transactions, the
events of transaction inclusion are mutually in-
dependent. Therefore, the probability of the in-
tersection of these events:

> P4, Ay,

{i1,4in }C Ny ks

,Aiy)

Can be calculated as the product of the prob-
abilities of independent events:

>

{i17-~~»in}CN7L+k

P(A;)-P(Ay)-...-P(A;,)
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Thus, we observe that the expression under
the summation corresponds to a series of dis-
placement attacks [1]:

n
Z H Pdis (Toriga Tiws Azu)

in}CNrH»k u=1

{ilv"'v
Using the results for the probability of a dis-
placement attack presented in [1], we obtain:

Psup(Toriga T1,7T2, T3y« Tn+k> A) =

> 1l

A(Torlg . A’L

{ilv Z"}CNn-ch 1
n
< Y A [, =
{i1,.sin YCNp 4k u=1
n
S S | P

{it,...,

which concludes the proof H
Let us now present several corollaries of The-
orem 1 that provide upper bounds on the success
probability of the attack under certain conditions.

in}CNn+k u=1

Corollary 1. Probability of a suppression at-
tack under equal transaction fees.

Assuming that, under the conditions of Theo-
rem 1, all n+k transactions created by the attacker
have identical fees T. Then, in our notation, we
obtain the following inequality:

n
( ))

_ (A( A7)

7-orig) + AT

Psup(Torigv T, A) <

ATorig) A

n
n+k

<e

Proof. According to the proof of Theorem 1,
the suppression attack reduces to a series of dis-
placement attacks:

Psup(Toriga T1,725 -+ Tntk A) =

E Pdis (TOI‘iga T’ila All)
{i1a~~~7in}CNn+k

: Pdis(Torig7 Tigs Azz) et Pdis(Toriga Tins Azn)

Given the imposed constraint on the transac-
tion fee, we have 7, =75, = ... = 7;, = T.
Thus, we consider a selection of n transactions
from the full set of n + k transactions created
by the attacker, for which the probability of a
displacement attack is calculated. Therefore, we
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obtain the following inequality:

n
Psup(Toriga T, A) = CTTLL+kH Pdis(Toriga T, Az) <

i=1

which concludes the proof B

A(Torig)'A . n

se’ n+k

Corollary 2. Probability of a suppression at-
tack under the minimum number of transactions

Assume that under the conditions of Theorem 1,
k = 0 (i.e., the attacker has created the minimally
sufficient number of transactions). Let the fees of
the created transactions be denoted by Ty, . ..
and let the fee of the original transaction be Tqyig.
Then the probability of a successful suppression
attack can be upper-bounded by the following ex-
pression:

I TT'L)

Psup (Toriga T, A) <
A(7i)

< _A(Tori )‘A . _TNEv
¢ MTorig) + A1)

i=1

Proof. According to the assumption, the

suppression attack reduces to a series of n fron-

trunning attacks of the displacement type, and
therefore:

Tn, A) = Pdis(Toriga T1, Al)
Pyis (Torigy Tn,s An)

Using the results for the success probabil-
ity of a frontrunning attack of the displacement
type [1], we obtain:

Psup(Toriga T19yT2y ey

: Pdis(TorigaT% AQ) et

Psup(Toriga Tlye-sTn, A)
— e_)‘(Torig)‘Al . Al .

Ay < e AMTorig) A HA

“ATorig) Bn | A —
n
H —AM(Torig)-A
i=1

which concludes the proof H

4. Example calculations

In this section, we provide example calcu-
lations to demonstrate the application of The-
orem 1 for the calculation of the upper bound
for the success probability of suppression attacks.
These calculations illustrate how theoretical re-
sults can be applied to practical scenarios.

We present two examples: one for a case
with an easier attack scenario, where suppression
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attack is more likely to succeed, and another for
a more difficult attack scenario, where additional
constraints reduce the probability of success.

Example 1.

Let the attacker be performing a suppres-
sion attack targeting a transaction with a fee
of 7Torig = 4, creating a series of four transac-
tions with fees 4 = 8, = = 9, 3 = 12, and
74 = 16, spending a total of A = 1 units of time
to generate them.

Assume that the attack is successful if at least
one of these transactions is included in the block
before the original transaction.

In the notation of Theorem 1, this corre-
sponds to n» = 1 and k = 3. Let the parameter
A be defined by the function \(7) = /7.

Then, the success probability of the attack
can be upper-bounded by the following expres-
sion:

Psup(Toriga T1,725,T35 - - s Tntks A) <
n
> IIa.-=
{i17~--ain}an+k u=1

— o MTorig) A <A1 + Ao + Az + A4> <

< e MTorigh

< e7?2.92487<0.34

This example shows that the upper bound
of the probability of a suppression attack under
such conditions is significant. Such high value
can be explained by the fact that only 1 out of 4
of the attacker’s transactions had to be included
in the block before the original one. Addition-
ally, it is worth mentioning that the attacker’s
transactions had significantly higher fees than
the original transaction.

Example 2.

Let the attacker be performing a suppres-
sion attack targeting a transaction with a fee
Torig = 2, by creating a series of four transac-
tions with fees m = 4, o = 6, 73 = 8, and
74 = 10, spending a total of A = 2 units of
time to generate them. Assume that the attack
is successful if any three transactions from the
generated series are included in the block before
the original transaction, which corresponds in the
notation of Theorem 1 to n =3 and k£ = 1.

Let the parameter A be defined by the func-
tion \(7) = 72.
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Then the success probability of the attack can
be upper-bounded by the following expression:

Psup(Toriga 7—17 T27 7—37 T47 A) S

< e AMTorig) A <A1 Ao Ag+ Ay - Ay Ayt

+A1‘A3'A4+A2‘A3'A4> <

< e 8. (0.6777 4 0.692 + 0.7238 + 0.8143) <
< 0.000975.

This example shows that the upper bound
of the probability of a suppression attack un-
der such conditions is significantly lower than in
the scenario of Example 1. In this example we
see that the attack is very unlikely to succeed
which can be explained by the fact that 75% of
the attacker’s transactions had to be included in
the block before the original. Also, it is worth
mentioning that the time required for transaction
creation is higher than in the previous example.

5. Acknowledgements

The research was conducted as part of
the project ’Development of Distributed En-
ergy in the Context of the Ukrainian Electric-
ity Market Using Digitalization Technologies
and Systems,” implemented under the state bud-
get program ’Support for Priority Scientific Re-
search and Scientific-Technical (Experimental)
Developments of National Importance’ (CPCEL
6541230) at the National Academy of Sciences
of Ukraine.

Conclusions

This work presented a detailed description of
suppression attacks. The relevance of this re-
search is highlighted by exploring diverse meth-
ods of manipulating transaction order for attacks
that use similar approaches for gaining profit. A
step-by-step algorithm for performing suppres-
sion attacks is formulated. Based on this algo-
rithm, formulas for calculating the upper bound
of this probability are derived and proven.

The direction of further research involves an
in-depth study of methods for influencing trans-
action ordering and identifying specific char-
acteristics of these methods across different
blockchain networks.
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This includes analyzing the impact of various
ordering mechanisms on the network fairness, ex-
ploring potential vulnerabilities of validators and
investigating other methods of attack detection.

Another research direction is the analysis of
the dependency of transaction processing time
on the fee to improve the estimation precision.
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