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Abstract

The paper solves the problem of determination and researching the parameters of stealth attacks on the
linear Kalman filter data measurement system that bypasses the standard fault diagnosis detector. The
relevance of the research is determined not only by the importance of solving cyber security problems,
but also by the active use of the Kalman filter in large industrial power supply networks to evaluate the
indicators of system nodes, in industrial automation systems, and others. A cyber attack on the
measuring system of the Kalman filter is under consideration, the purpose of which is to disrupt the
normal functioning of the filter by distorting the measurement signal, which is a mandatory component
of the filter. The filtering system is equipped with a fault detector, which detects the presence of an
attack on the measurement signals. The condition of the attack is invisibility for the fault detector, that
is, the attacker implements a class of stealth attacks on the integrity of the information that circulates
and is processed in the system. The task of finding a distorted measurement signal was solved using
the variational optimization method and the gradient method of the fastest descent. A computational
experiment was conducted, the quantitative characteristics of the algorithm were obtained and
analyzed. The proposed method and the corresponding algorithm for determining the parameters of
stealth attacks on the measurement system of critical infrastructure objects can be used to solve the
problems of testing cyber defense systems.
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Introduction Political groups may target critical infrastructure
to demonstrate their power or achieve political
In the past decade, the intensity of 9oals. Economically motivated cybercriminals
cyberattacks on critical infrastructure objects has ~ May seek financial gain through extortion (e.g.,
significantly increased. This rise can be ransomware) or intellectual property theft. Some
explained by the growing motivation of  hackers attack critical infrastructure to showcase
malicious actors, as well as vulnerabilities in the ~ their technical skills or express protests against
automated control systems of technological ~ Certain organizations or governments.
processes (Industrial Control Systems, ICS), The vulnerabilities of ACS and SCADA
Supervisory Control and Data Acquisition ~ SyStems include outdated infrastructure,
(SCADA) systems, distributed control systems  insufficient security measures, lack of network
(DCS), and programmable logic controllers ~ Segmentation,  human  error,  Internet
(PLC). In some cases, SCADA systems may  Connectivity, and others. Many ACS and
perform the functions of automated control ~SCADA systems were developed decades ago

systems (ACS) for managed objects and their when cybersecurity was not a priority. These
components. systems may contain outdated software and

Malicious actors are often motivated by hardware, making them vulnerable to modern
political or ideological reasons, as well as cyber threats. Often, critical systems lack
vandalism or hacktivism. In cases of political ~ necessary security measures such as data
motivation, cyberattacks may be used as a tool ~ encryption, multi-factor authentication, and
of state influence or terrorism to destabilize the ~ regular security updates, creating opportunities

society or economy of a particular country. for malicious actors. The absence of proper
network segmentation allows attackers who
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breach one part of the system to easily move to
other critical components.  Misconfigured
systems, inadequate staff training, and
neglecting security policies can significantly
increase the risk of successful cyberattacks.
Finally, the growing connection of critical
systems to the Internet for remote management
and monitoring substantially increases their
vulnerability to cyberattacks.

Attacks on critical infrastructure can lead to
power outages, disruption of water supply, and
transport systems, which can have serious social
and economic consequences. Attacks on
healthcare systems, emergency services, or
industrial facilities can endanger public health
and safety.

The most critical consequences of attacks on
ACS and SCADA subsystems are for lower-
level  process control  systems  using
programmable logic controllers (PLCs). This
class of systems directly ensures the
controllability, stability, and resilience of
technological parameters in critical technologies.

Common attacks on lower-level process
control systems or attacks on PLCs include
Denial of Service (DoS) attacks, replay attacks,
false data injection attacks, zero dynamic
attacks, covert attacks, stealthy attacks, and
others [1-5]. The last three types of attacks are
the most dangerous. The goal of such attacks is
to introduce harmful changes into control
systems that cannot be immediately detected by
standard monitoring and diagnostic methods.
The effectiveness of these attacks depends on the
presence of modern attack detection systems in
industrial control systems.

Currently, a wide range of attack detection
methods and systems have been developed.
These methods range from traditional fault
detection in software to modern anomaly
detection methods based on behavioral system
characteristics, artificial intelligence, and data
analysis. The classification of attack detection
methods and systems in industrial automation
can be divided into several categories, such as by
method type, integration level with automation
systems, and the types of attacks they can detect
[6].

In [7-10], traditional fault diagnostic
methods were analyzed, including Bayesian
detection with binary hypotheses, weighted least
squares methods, ¥* detectors based on Kalman
filters, quasi-fault detection and isolation
techniques, and others.
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The methods for detecting attacks in
industrial automation systems are Dbeing
improved, so the task of developing new and
improving existing cyberattacks as a tool for
testing cybersecurity systems remains relevant.
In particular, stealthy attacks, zero dynamic
attacks, and covert attacks are promising areas
for research as they bypass standard diagnostic
detectors.

1. Main concepts

1.1. Objective of the study

The aim of this paper is to develop and
investigate the parameters of stealthy attacks on
the data measurement system of the Kalman
filter, as a tool for testing cybersecurity systems,
which bypasses the standard fault detection
diagnostics.

1.2. Attack Model for Cyber-Physical
Systems

Let us consider a model of a physical

dynamic system:
dx(t) _

dt
y(t) = Cx(t) + v(t)

Ax(£) + w(b), (1)

(2)

where x(t) is n-dimensional vector of the
physical system state; y(t) is I-dimensional
vector of measuring sensors of the measuring
system; A and C are known matrices of the
coefficients of corresponding dimension; w(t) is
n-dimensional vector of random disturbance if
the process; v(t) is I-dimensional vector of
random measurement errors. Perturbations w(t)
and v(t) are Gaussian random processes (white
noises), that are not correlated with each other
and with wy. The quantities of x(t) and y(t)
with perturbations entered are random and are
characterized by some probability distributions.
The ratio (1) is a system model and (2) is a
model of measuring system.

Consider a linear filter that allows you to
calculate the optimal assessment of the state
X(t) of the system (1) by measurements y(t) of
the measuring system sensors [11]:
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dz(t) _
at

AZ(t) — K@®[Cx(®) — y@®)]; 3)

K(t) = P(t)CTR™1, 2(0) = %y;.

drP(t) _

— P(t)AT + AP(t) —

P(t)CTR™1(t)CP(t) + Q, P(0) =
Po,

(4)

where the matrix P(t) is a decision of the
nonlinear Riccati equation (4).

Determine the variable x(t) as «physical»
state of the system, and the assessment of X(t),
as a «cyberneticy» state of the cyber physical
system [9], which consists of a physical system
model and a linear filter (1) — (4). This linear
filter can be used in industrial power supply
networks to determine the basic indicators of
systems of systems that are not equipped with
appropriate measuring devices [12]. Filters are
widely used as subsystems of industrial
automation systems, in particular to solve
common filtration and control problems [13].

Consider the cyberattack on the measuring
system of a linear filter (3), (4). The purpose of
the cyberattack is to violate the standard
functioning of the linear filter by distorting the
measurement signal used in the filter. We will
analyze the case where the attacker has the
ability to attack only the measurement channel
from the sensor to the filter (Fig. 1). In the case
of considered, the system is equipped with a
malfunction detector, which detects the presence
of attack in the system. The condition of the
attack is the imperceptibility for the detector of
the malfunction, that is, the attacking classes the
class of invisible attacks (Stealthy Attacks). In
this way, the attack on the integrity of
information that circulates and processed in the
system is realized.

For the attack, the attacker examines the
information  security  system, learns the
knowledge and architecture of the automatic
control system, receive elements of software
codes, knowledge of algorithms  for
malfunctioning, etc. The cyber-physical system
(3) -(4) is equipped with a malfunction detector
(Figure 1), which was built using the weighted
least square method [7 -10]:
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Lk
f [CR(E) — y(OIT Q1 [C2()
t

i (5)
—y(®)]dt,
where Q is known weight coefficient.
Formulated above model attack on the system
can be written as
a(t) = [F(©)] = h(S,y(@®), (6)
where a(t) is the vector of attack, j(t) —
indicators of the meter, which is provided by
distorted data, S is an indicator of knowledge of
the attacking object of the attack.
The model of the meter that is attacked can
be written in the next ratio
y(@) = y(@) +ya (D), (7)
where y,(t) € Y, is the parameter of
imperceptible attack (stealth attacks), harmful

data added to the original measurements, Y. IS
acceptable values set.

Critical inftrastructure
facility
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(fw)
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Figure. 1: Attack on a measuring system of a
cyberphysical system
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Main Results

2.1. Determining of harmful measurements
¥.(t) of an imperceptible attack (Stealthy
attack), minimizing the malfunction
detector J(y,).

Rewrite the ratio of the malfunction detector
(5) in the form of
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J0a) = JL¥ICE@®) - y(O17QHCx(®) -

y(t)]dt - min,
Ya€ Yacc

(8)

where %(t) is distorted assessment of the state
under the influence of harmful data y,, added to
the original measurements y(t), and the ratio of
the filter (3), (4), which is under influence of
cyberattacks (6), (7), as follows:

ax(t) =
= Ax(t) — K@®)[Cx(t) —y(t) (9)
— Ya(8)],
%(0) = X,. (10)

Then formulate the problem of finding the
minimum value of harmful data y,(t) of an
imperceptible attack (Stealthy attack) on the
meter (7) of a linear filter (9), provided (10),
which bypass the malfunction detector (10).

Let us solve the problem of finding an
extremum of functionality (8) with restrictions
(9), (10) by Lagrange method. To take into
account the restriction (9), we use Lagrange
multiplier A(t), which is vector of same
dimension as X(t), the restriction y,(t) € Yycc
is taken into account at the final stage of the
algorithm. We form Lagrange functional as

LE®, Ya ) = [ {IC2(@) -
yOI"Q~Cx(t) —y(®] +

70 [ax© - KOIcE© -y - Y
Ya(®] - 22} at.

Based on the variational principle, provided
dL/0x =0, we get a conjugate equation

a“o _
—(A- KC)TA(t)dt— 2cTQYex(y - (12)
y(@©)]
Aty) = 0. (13)

Required optimality conditions concerning
unknown parameter y, € Y,.. take a form of

dL (14)
5L(Ya)@ =06y, = 0VYy, € Yacc.

a

We supplement condition (14) for y, & Y,cc

41

(15)

ov Y.
dy, Ya € Yacc

By varying the functional (11), it can be
shown that in (14)

dL Lk 16
—= f KTA(b). (16)
dya, to

We will determine harmful measurements
Yo (t) that minimize the indicator of the fault
detector J(y,) using the gradient method of the
fastest descent:

dlL}
dy,

i+1 _ (17)

Ya

Priys —a——},

where Pr{e} is projection of the solution
yir(t) onto the area y,(t) € Yo i is the
number, and « is the known step of the gradient
cycle, y2 is also known.

The determination of unknown variable y,

based on the gradient procedure (17) is
completed if following condition is true:
|J =) (18)

where ¢ is known accuracy.

2.2. Algorithm for determining falsified
measurements that minimize the fault
detector index

Combining relations (8)-(10), (12)-(16) with
(17), (18), we formulate an algorithm for
determination y,, that minimize the indicator of
the fault detector J (y,):

1. Fori =0, wherei is the iteration number
of the gradient cycle, we give starting value
y2 and step a.

2. For iteration i+1 based on relations (16)
and (15) we calculate dL'/dy,, where
Lagrange multiplier A(t) and distorted state
estimate ¥(t), which is under the influence of
malicious data y,(t), are determined by
relations (12), (13) and (9), (10), respectively.
3. Using (17), we determine y.*1(t).

4. We calculate (8) and check (18). If it is
fulfilled, then we complete the algorithm,
otherwise, we go to point 2.
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In order to analyze the efficiency of the
developed method and algorithm for determining X
the parameters of a cyberattack on the measuring
systems of a critical infrastructure object, let's
consider an example.

Quality criterion (/)

o » N

2.3. Analysis of computational experiment
results

1 3.:5% Z: 91113 1572719 21723525 27/:29:°31 33::35-37 39

Iteration number (7)

Figure. 2: Quality criterion behavior depending on
the algorithm iterations

Consider the technical system described by
relations (1), (2). A linear filter that calculates
the optimal estimate of the state X(t) of (1)
based on measurements y(t) of the sensors of
the measuring system. It is necessary to solve the
problem of finding the parameters of stealth
attacks on the Kalman linear filter data
measurement system that bypasses the standard
fault diagnosis detector according to proposed
algorithm. The initial values are given in Table

Falsified data measurements (ys)
"

1.
3 5 7 9 11 13 15 17 19 21 23 256 27 29 31 33 35 37 39
Table 1 Tteration number (/)
Initial values
Parameter Denotation Value Figure. 3: Falsified data determination
Matrices ACK,P,Q 2X2 . .
dimension The results (Figure 2) show the quality
Dimensions of  £(¢), #(t), A(t), y(£), 2% 1 criterion  J(¥a), which decreases Wlth_each
column- F(8), ya () iteration, and approaches zero. _The behawor of
vectors false measurement data y, during the gradient
Kalman filter A 0;1;- procedure, which are determined and entered by
coefficients 6;-5 the attacker in order to minimize the detector
matrix criterion and make its actions invisible to the
Matrix of C 1;0; monitoring system, is presented in Figure 3.
measurements 0;1
Weight R,Q 1;0;
matrices of the 0;1 Conclusion
filter and fault
Fﬁtitfic;;iral #(0) 01 A cyber attack from the class of stealth
conditions ’ a_ttacks on the data_ measurement system of the
Final At 0;0 linear Kalman_ fllter_, which t_Jypasse_s the
conditions of standard fault diagnosis detecj[or, is cor_15|dered.
conjugate A method and a corresponding algorithm for
equation searching for malicious measurements using the
Period and to, tr, At 0: 4; variational optimization method and the gradient
discretization 0.01 method of the fastest descent are proposed. A
time step computational experiment was conducted, the
Step size, a, N 0.1; quantitative characteristics of the algorithm were
number of 40 obtained and analyzed. The analysis of the
steps results confirmed the efficiency of the developed
Search yl 1;1 method and algorithm.
parameter
start value
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