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Abstract
A method for computing the 512-digit number theoretic transform used in the Vershyna digital signature
scheme, employing bitwise digit operations, is proposed. The correctness of the developed algorithm
and its efficient constant-time performance have been proven.
The obtained results indicate that the proposed approach is adaptive and can be applied to computations
with other polynomials. This enables its easy integration into various cryptosystems to ensure protection
against side-channel attacks. The proposed method does not require changes to the digital signature
scheme itself, introducing modifications only to the polynomial multiplication function.

Introduction

In recent years, post-quantum algorithms have
been actively researched and implemented to pro-
tect against potential attacks involving quantum
computers, which will leverage quantum com-
puting to solve mathematical problems. Given
the prospective ability of quantum computers
to efficiently solve certain computationally hard
problems for classical computers, NIST, in turn,
launched a competition in 2017 to standardize
future post-quantum algorithms [1].

The third round of the competition concluded
with the selection of the following schemes and
mechanisms: Dilithium, Kyber, FALCON, and
SPHINCS+. The first three of these employ alge-
braic operations on lattices, which, in turn, rely
on the operation of multiplying large polynomi-
als together.

In addition to the third round, NIST also an-
nounced a fourth round, in which other algo-
rithms that do not use lattice arithmetic will be
considered. The main reason is the desire to
diversify the algorithms.

Despite the fact that the mathematical foun-
dation of the standardized lattice-based schemes
is considered reliable, practical implementations,
especially polynomial multiplication operations,
often become the target of side-channel attacks.

Optimizations aimed at improving perfor-
mance can inadvertently create vulnerabilities

that attackers can exploit to leak secret data.
During algorithm optimization, specialized pa-
rameters are often employed, which, on one
hand, enhance their performance, while on the
other, may open additional opportunities for side-
channel attacks by adversaries.

The Number Theoretic Transform (NTT), in
turn, is a critical component of most of the afore-
mentioned schemes, and therefore protecting its
implementation from potential data leaks also
plays an important role.

1. Existing algorithms for polynomial
multiplication and features of the
number theoretic transform

For polynomial multiplication, algorithms
such as the following are used, for example.

• Standard multiplication algorithm or re-
ferred to in the literature as the “school-
book” algorithm.
This algorithm has a complexity of 𝑂(𝑛2)
and uses standard polynomial multiplication
followed by modulo reduction [2].

• Karatsuba/Tom-Cook algorithm.
Historically, Anatoly Karatsuba and Andrei
Tom with help of Stephen Cook developed
almost the same algorithm, only at differ-
ent points on the planet. This algorithm
uses the “divide and conquer” strategy for
multiplying two numbers, which makes it
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possible to calculate the multiplication be-
tween significantly smaller numbers, which
makes it efficient. The complexity of Karat-
suba’s algorithm is 𝑂(𝑛1.58) [3] due to the
decomposition of the number into 2 factors.
The complexity of Toom-Cook algorithm is
𝑂(𝑛𝑟), where 𝑘 is the number of smaller
parts and 𝑟 = log𝑘 2𝑘 − 1 [4, 2].

• Fast Fourier Transform (FFT) algorithm.
In general, Discrete Fourier Transform
(DFT) is used to process signals and decou-
pling them into components, but, according
to its properties, in the context of polyno-
mial multiplication, DFT can be used to
directly calculate the product. This method
of calculation will have the same speed as
“schoolbook” multiplication, namely 𝑂(𝑛2).
The idea for creating a more efficient ver-
sion of the algorithm was proposed as early
as 1805 [5] in an unpublished work by
Friedrich Gauss, but the initiative to create
an efficient algorithm was taken up in 1965,
when Cooley and Tukey proposed their al-
gorithm, which runs in 𝑂(𝑛 · log 𝑛) [6].
By its nature, FFT operates on floating-
point numbers, which in some situations
can cause errors, while NTT operates on
integers relative to operations in the field.
Most schemes utilizing lattices tend to use
NTT.

The number theoretic transform is a special-
ized form of the discrete Fourier transform that
that operates using modular arithmetic. Unlike
the DFT, which works with complex numbers,
the NTT relies on integer modulo arithmetic.
This property makes it suitable for error-free and
efficient computations in cryptography and poly-
nomial multiplication. The efficiency of the NTT
is achieved through the use of algorithms similar
to those employed in the FFT: the Cooley-Tukey
algorithm, the Gentleman-Sande algorithm, and
others.

In NTT calculations, cyclotomic polynomials
of the form 𝑥𝑛 + 1 and 𝑥𝑛 − 1 are typically
used. Thus, the algorithm efficiently utilizes its
resources depending on whether cyclic or nega-
tive convolution is employed, with certain differ-
ences.

In the modern NIST standards Kyber,
Dilithium, and the Ukrainian national standard
DSTU 9212:2023 (Vershyna digital signature

scheme), the most commonly used form of cyclo-
tomic polynomials is 𝑥𝑛 + 1, which is employed
to construct negative convolution and provides
certain advantages in implementation.

Similar to the DFT, the number theoretic
transform consists of the forward NTT and the
inverse INTT. Structurally, the NTT and INTT
algorithms are similar, differing mainly in con-
stants and the direction of coefficient rotation.

The general procedure for multiplying
polynomials 𝑎(𝑥), 𝑏(𝑥) ∈ 𝑅𝑞 with co-
efficients 𝑎(𝑥) = (𝑎[0], 𝑎[1], . . . , 𝑎[𝑛− 1])
and 𝑏(𝑥) = (𝑏[0], 𝑏[1], . . . , 𝑏[𝑛− 1]) is per-
formed in three stages. The multiplication
of polynomials 𝑎 · 𝑏 ∈ 𝑅𝑞 is defined as
𝑐 = INTT(NTT(𝑎)⊙ NTT(𝑏)), where ⊙ denotes
element-wise multiplication of the polynomials.

Polynomial multiplication is typically per-
formed in rings of the form Z𝑞[𝑥]/(𝑥

𝑛 + 1) or
Z𝑞[𝑥]/(𝑥

𝑛−1), corresponding to positive or neg-
ative convolution, respectively.

• In the case of positive convolution, the NTT
will take the following form:

𝑎̂𝑗 =

𝑛−1∑︁
𝑖=0

𝑎𝑖𝜔
𝑖𝑗 (mod 𝑞),

𝑗 = 0, . . . , 𝑛− 1.

Correspondingly, the inverse transform
𝐼𝑁𝑇𝑇 takes the form:

𝑎𝑖 = 𝑛−1
𝑛−1∑︁
𝑗=0

𝑎̂𝑗𝜔
−𝑖𝑗 (mod 𝑞),

𝑖 = 0, . . . ,𝑛− 1.

• In the case of negative convolution, the
NTT will look the same as in the case of
positive convolution, up to multiplication by
the coefficient 𝜓:

𝑎̂𝑗 =

𝑛−1∑︁
𝑖=0

𝑎𝑖𝜓
𝑖𝜔𝑖𝑗 (mod 𝑞),

𝑗 = 0, . . . , 𝑛− 1.

Correspondingly, the inverse transform
𝐼𝑁𝑇𝑇 takes the form:

𝑎𝑖 = 𝑛−1𝜓−𝑖
𝑛−1∑︁
𝑗=0

𝑎̂𝑗𝜔
−𝑖𝑗 (mod 𝑞),

𝑖 = 0, . . . , 𝑛− 1.
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The most commonly used version of NTT is
the negative convolution, in accordance with the
NIST agency standards Kyber, Dilithium, and the
national standard DSTU 9212:2023. Therefore,
we will further use the field F𝑞 and the ring
𝑅𝑞 = Z𝑞[𝑥]/(𝑥

𝑛+1), where Z𝑞[𝑥] = (Z/𝑞Z)[𝑥].
It is assumed that 𝑛 must be a square of

some number, and the modulus 𝑞 must be
prime such that 𝑞 ≡ 1 (mod 2𝑛). Thus, the
field F𝑞 will contain an 𝑛-th root of unity 𝜔
and its square root 𝜓 : 𝜓2𝑛 = 1, which implies
𝜔𝑛 = 1 (mod 𝑞).

2. Attacks on existing implementations
of the Number Theoretic Transform
and possible approaches to mitigating
side-channel attacks

Side-channel attacks on NTT exploit physi-
cal information leaks during the computation of
the transform: algorithm execution time, power
consumption, electromagnetic radiation, and oth-
ers. The additional data can be used to construct
attacks on cryptographic schemes that rely on
NTT. Let us consider the existing side-channel
attacks on the number theoretic transform:

• Overdetermined system method [7].
This attack involves constructing a system
of inequalities that constrain the possible
values of unknown coefficients when a por-
tion of the coefficients in the private key
is known. This approach significantly re-
duces the search space and enables efficient
recovery of the key.

• Method using SIS algorithms [7].
It has been shown that by employing meth-
ods for solving SIS problems on lattices,
one can successfully recover vectors 𝑠 from
multiplication by the matrix 𝐴𝑠 = 𝑡. Mul-
tiplications of this kind are actively used
to generate the private key and to form the
signature.

• Dimension reduction using SIS algo-
rithms [7]
This key recovery strategy embeds the NTT
transformation matrix into an SIS search
problem. In general, it optimizes the SIS-
based attack by reducing the rank of the lat-
tice used for the search. Instead of working
with the full 𝑛-dimensional problem, this
method selects only a subset of equations

corresponding to known coefficients, effec-
tively mapping the problem into a space of
significantly lower dimension.

• Attacks on possible variable shuffling [8].
It has been demonstrated that simple simple
methods of shuffling the order in which co-
efficients are selected for NTT computation
may not provide sufficient protection against
side-channel attacks, since adversaries can
exploit differences in variable distributions
to recover secret keys with a finite number
of observations.

• Soft analytical side-channel attacks on
NTT [9].
Soft analytical side-channel attacks mathe-
matically model the butterfly method net-
work used in NTT as a factor graph,
in which side-channel leakages obtained
through template matching are integrated as
initial probabilistic distributions – soft in-
formation – for intermediate variables. The
core of the attack is an analytical stage that
efficiently solves the resulting marginaliza-
tion problem for this graph using the belief
propagation algorithm to recover the most
probable values of the secret coefficients.
The boundary problem refers to the use of
probabilistic models to represent uncertainty
in the system and calculate boundary distri-
butions for individual variables.

• Single-Trace Attacks on NTRU via
NTT [10].
In the study of the security of the NTRU
cryptosystem implementation, it was shown
that the device’s power consumption can be
sufficient to compromise it using the num-
ber theoretic transform. These attacks ana-
lyze power consumption leakages from the
device; the authors also confirm the pos-
sibility of extracting the secret key using
only a single measurement (single-trace at-
tack) and describe a new template attack to
demonstrate the vulnerability in general.

There exist various strategies and approaches
to counter side-channel attacks. The main coun-
termeasures are the following methods.

• Physical protection at the hardware level —
electromagnetic shielding of components.

• Implementation of algorithms that operates
in constant time — this helps avoid attacks,
especially under constrained computational
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resources. Studies [11, 12] have employed
different techniques, demonstrating the fea-
sibility of such implementations.

• Vector masking – this introduces entropy
into intermediate values so that they do not
correlate with traces left during device us-
age. Such transformations have been de-
scribed in articles [7, 13, 14, 15].

• Hiding information using the Chinese Re-
mainder Theorem — this allows coefficients
to be chosen randomly and added before
certain operations, enabling them to be eas-
ily removed later after applying modular re-
duction. Such protection was presented in
the work [16].

• Shuffling to complicate data processing —
this ensures that additional information ob-
tained from reading extra data about the de-
vice’s operation cannot be trivially mapped
to the corresponding nodes in the factor
graph, provided there is sufficient entropy.
Such transformations were described in the
works [17, 14].

• Bitwise segmentation — this involves reduc-
ing all possible operations to bitwise ones
that are executed in constant time. This
type of technique was first developed to
improve the performance of the DES algo-
rithm [18].

3. Bit-slicing algorithm of the NTT-256
transform

Bit-slicing in software is an implementation
strategy that enables the construction of constant-
time algorithms, where execution time depends
solely on the data size. Algorithms implemented
using this approach demonstrate resistance to
side-channel attacks, particularly those exploit-
ing leaks through cache memory and execution
timing [19].

The key concept lies in decomposing the
computational function down to elementary bit-
wise logical operations (AND, XOR, OR, NOT),
analogous to designing a combinational logic cir-
cuit at the hardware level. Since these operations
— like combinational circuits — are independent,
they provide significant opportunities for efficient
parallelization of computations.

Let us consider two different existing bit-
slicing algorithms of the NTT-256 transform.

1) Algorithm proposed in [20].
This approach provides a formal description
of standard bit shuffling. From equation 1,
it can be seen that each term in the sum
extracts the 𝑗-th bit of index 𝑖 and places it
in the symmetric position (𝑛𝑆 − 1− 𝑗) in
the output index.

𝑏[𝑖] = PolyBitReversal(𝑎)[𝑖] =

= 𝑎[BitReversal(𝑖)],

where BitReversal(𝑖) =

=

𝑛𝑆−1∑︁
𝑗=0

(((𝑖≫ 𝑗)&1) ≪ (𝑛𝑆 − 1− 𝑗))

and 𝑛𝑆 = log(𝑛).
(1)

2) Standard shuffling used in the NIST stan-
dard [21].
An alternative method involves using a stan-
dard procedure in which each index must
be mapped to its reverse binary represen-
tation. It is assumed that for this purpose,
log 𝑛 bits are taken into account, where 𝑛
is the length of the polynomial used for
computing the NTT.

The next critical step is data transposition,
since bitwise segmentation aims to process a se-
quence of bits in “layers”, similar to the opera-
tion of a hardware combinational circuit, which
requires appropriate reorganization of input data
and reassembly at the output.

In a 32-bit implementation, transposition must
convert 32 𝑛-bit numbers into 𝑛 32-bit numbers.

The core computational unit of the algorithm
is the butterfly method, applied in subsequent
steps. It requires the implementation of:

• 32-bit addition and subtraction with modular
reduction;

• 32-bit multiplication combined with the Bar-
rett reduction algorithm..

In general, the butterfly method takes three
input values — 𝑖𝑛1, 𝑖𝑛2, 𝜔, and computes the
output values 𝑜𝑢𝑡1, 𝑜𝑢𝑡2 as follows:

𝑜𝑢𝑡1 =𝑖𝑛1 + 𝑖𝑛2 · 𝜔,

𝑜𝑢𝑡2 =𝑖𝑛1− 𝑖𝑛2 · 𝜔.

After shuffling and transposing the input data,
the algorithm performs 5 steps using the butterfly
method, accompanied by additional data opera-
tions. This is necessary because, in the initial
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stages, extensive shuffling of the results obtained
from the butterfly method must occur.

These steps are accompanied by large-scale
shuffling operations on intermediate results. On
the sixth computation stage, the data is aggre-
gated into four 64-digit polynomials, from which,
using two additional steps, the correct computa-
tion of the NTT-256 transform can be obtained.

4. Construction of a new bit-sliced algo-
rithm for the NTT-512 transform in the
Vershyna digital signature scheme

Since bit-slicing is considered an effective
auxiliary approach to counter side-channel at-
tacks, there arose a need to adapt the polyno-
mial multiplication method implemented in the
Vershyna digital signature scheme.

New bit-sliced algorithm

Figure 1: Diagram for the bit-sliced computation of
the 512-coefficient NTT transform.

The algorithm scheme is demonstrated in Fig-
ure 1.

Algorithm 1 (New bit-sliced algorithm for
computing NTT-512).

Preparation:
Precomputed transposed values:
• 𝜔512, which is the 512th root of unity;
• 𝜔256 = 𝜔2

512;
• 𝜓256 = 2

√
𝜔256 and 𝜓512 = 2

√
𝜔512.

Input: Polynomial 𝑎(𝑥) ∈ 𝑅𝑞.
Output: Polynomial 𝑎̂(𝑥) ∈ 𝑅𝑞, such that

𝑎̂ = NTT(𝑎).
Algorithm steps:

1) Application of shuffling for a 512-point poly-
nomial.

2) Decomposition of the polynomial into coeffi-
cients with even and odd indices. These sets

are passed to the corresponding identical func-
tions from the 256-bit NTT algorithm for fur-
ther processing from [20].

3) Transposition of outputs according to Figure 3
to convert them into a format suitable for a
bitwise-segmented butterfly round using 32-bit
blocks.

4) Performing one butterfly round, which in-
cludes the parallel application of eight but-
terfly computation blocks on different input
values, according to Figure 2.

5) Performing inverse transposition to convert
the results from bit-sliced format back to the
standard polynomial representation with coef-
ficients.

6) Correct merging of the two output arrays to
form the final 512-point polynomial, where
the values from one array are placed in odd
positions and those from the other array are
placed in the corresponding even positions.

Proof of correctness

Theorem 1. Algorithm 1 for computing
NTT-512 runs in constant time.

Proof. To prove constant-time execution, it
is necessary to show that the total number of op-
erations and the execution time of the algorithm
do not depend on the values of the input data.

• Initial shuffling of the polynomial.
Shuffling, according to the equation 1, runs
in constant time, since shuffling a polyno-
mial requires only knowing the correspond-
ing indices to which each element should be
moved. The calculation of the index itself
also occurs independently of the numerical
values.

• Direct and inverse transposition of 32-bit
32-point polynomials.
The transposition operation works with
fixed-size data, changing only their repre-
sentation. For this algorithm, it is only nec-
essary to move a fixed number of bits from
thirty-two 32-bit numbers into another for-
mat. The inverse algorithm works similarly,
only transposing thirty-two 32-bit arbitrary
numbers into thirty-two 32-point polynomi-
als.
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Figure 2: Diagram for the first step using the butterfly
method for the 512-coefficient NTT transform.

• Multiplication by a predetermined trans-
posed number.
The implementation of multiplication
through bit-sliced combinational circuits
means that the operation reduces to a set
of bitwise logical operations, where the
corresponding bits are taken and combined.
As a result, the answer is returned in
the format of one bit of information.
Additionally, the execution flow of such
operations is fixed and does not contain
conditional branches that depend on the
data.

Figure 3: Diagram for transposing 32-coefficient
polynomials, used by the butterfly method for the
512-coefficient and 256-coefficient NTT transform.

• Butterfly method.
Computation using the butterfly method is
performed according to article [20] and uses
SIMD operations. Accordingly, such an al-
gorithm will run in constant time indepen-
dently of the input data.
The butterfly method calculation is per-
formed according to the article [20] and
uses SIMD operations. Accordingly, such
an algorithm will run in constant time re-
gardless of the input data.

• Combining outputs.
The final merging of results is performed
in constant time. This stage involves only
copying coefficients to their final positions
using known indices, which is a fixed-time
operation independent of the data values.

Theorem 2. Algorithm 1 for calculating the
NTT-512 transformation is correct.

Proof. To prove the correctness of the al-
gorithm, we need to analyze the steps of the
NTT-512 transformation algorithm.

• Initial shuffling.
Shuffling is performed in a standard manner,
according to equation 1, which does not
affect the correctness of the algorithm.

• Separation and calculation of two NTT-256
transformations.
The algorithm involves splitting the polyno-
mial into even and odd coefficients to feed
them as input to two independent NTT-256
calculations. This decomposition is cor-
rect because the Cooley-Tukey algorithm
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Conclusions

A bit-sliced number theoretic transformation
algorithm for 256-coefficient polynomials is ex-
amined, and a computation method for 512-
coefficient polynomials using bit-slice operations
is proposed. The correctness of the constructed
algorithm and its constant time execution are
proven. The proposed method does not require
changes to the structure of the digital signature
scheme and is limited only to modifying the
polynomial multiplication function. The obtained
results open the possibility of adapting the algo-
rithm for various types of polynomials.
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