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Abstract

The article addresses the problem of cybersecurity in intellectual information aggregation (I1A)
processes within digital archives, which arise during the automated collection, structuring, semantic
enrichment, and analysis of heterogeneous data using artificial intelligence (Al), machine learning
(ML), and large language models (LLMs). The study focuses on identifying vulnerabilities of 1A
processes and their mathematical formalization across stages such as digitization, image processing,
optical character recognition (OCR), classification, indexing, and archival system creation. Particular
attention is given to formalizing cyber threats, including unauthorized access, integrity violations,
metadata forgery, adversarial attacks on AI/ML models, data manipulation, prompt injection, data
exfiltration, and digital signature forgery. For each threat category, mathematically grounded
countermeasures are proposed, including encryption, multi-factor authentication, monitoring, anomaly
detection, access control, metadata protection, and adversarial training. The paper emphasizes the
emergent properties of combined defenses, highlighting the resilience of digital archives against cyber
threats that arise from the interaction of individual safeguards. The proposed models can be applied to
the assessment and strengthening of information system security in the context of state and societal
digital transformation. Practical aspects of implementing digital archive creation processes have been
validated through patented solutions for converting large collections of paper documents into digital
information resources [15]. To support the functioning of intellectual information aggregation
processes, specialized software packages are employed, the modules of Digital Docs® Technology,
registered as a copyrighted work [16]. Practical deployment of the proposed solutions is carried out
within the activities of DIGITAL DOCS®, registered as a trademark [17].

Keywords: Digital Information Resources; Digital Archives; Intellectual Information Aggregation;
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They ensure accuracy, impartiality,

Introduction completeness, and timeliness of analytics,
thereby supporting evidence-based decision-
From the authors’ perspective, whose joint making. Intellectual information aggregation
experience is particularly related to the enables the automation of processes of
digitization — creation of digital information collection, structuring, analysis, and synthesis
resources (DIR) and creation of digital of information while creating digital archives.
archives (DA) of documents for Ukrainian However, alongside its advantages, the use of
government institutions and the development intellectual  information  aggregation  also
of comprehensive cybersecurity ~systems, introduces new cybersecurity challenges.
digital archives have, under the conditions of The primary aim of this paper is to analyze
state and societal digital transformation, threats associated with the use of artificial
become one of the key instruments for storing, intelligence (Al), machine learning (ML), and
processir_lg, and analyzing large volumes of large language models (LLM) in the
information. digitization and creation of digital archives of

documents, and to emphasize the importance
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of developing methods to counteract these
threats. To achieve this aim, the study defines,
systematizes, describes, and mathematically
formalizes:

- The processes of intellectual
information aggregation in digital archives.

- Cyber threats to these processes are
associated with the application of Al, ML, and
LLMs, including adversarial attacks, model
bias, data manipulation, prompt injection, data
exfiltration, disinformation, and misuse of
results.

- Countermeasures to such threats in
1A processes.

A formalized set of countermeasures is
proposed to mitigate these threats. Despite the
relevance of this research, the authors have not
identified scientific studies by Ukrainian
scholars  specifically devoted to the
cybersecurity  aspects  of intellectual
information aggregation processes in digital
archives.

The scientific novelty of the study lies in
the formulation and mathematical modeling of
the  relationships  between intellectual
information aggregation processes in digital
archives, the associated cyber threats, and the
countermeasures against these threats, as well
as in identifying the necessity and directions
for developing specialized cybersecurity
measures for such processes. The results of the
article emphasize the importance of a
comprehensive approach to ensuring the
security of digitization and digital archive
creation processes under the conditions of
Ukraine’s digital transformation.

1. Intellectual Information
Aggregation for Digital Archives

Within this study, the term Intellectual
Information Aggregation (I11A) is introduced to
denote a set of processes for automated
collection, structuring, analysis, and semantic
enrichment of data from heterogeneous
sources using Al, ML, and LLM technologies.
Unlike the classical technical concept of
“aggregation,” which in information systems
typically refers to the mechanical merging or
grouping of data (see ISO/IEC 2382:2015),
intellectual aggregation encompasses the
following characteristics:
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- Semantic normalization of
unstructured or partially structured
information.

- Contextual classification and indexing
with regard to the meaning and role of data.

- ldentification of logical-semantic
relations between fragments of information.

- Adaptive real-time processing with the
involvement of heuristic or learning models.

The term “intellectual” in this context does
not define the content of the information but
rather indicates the method of its processing—
through cognitive mechanisms. The added
qualifier “intellectual” specifies the manner of
aggregation, namely by means of
AI/ML/LLM. The term is analytical rather
than descriptive.

Thus, the notion of intellectual information
aggregation reflects a new technological
quality in the transformation of archival
practice into a digital infrastructure with
elements of automated semantic processing.
Its introduction is supported by contemporary
scientific  literature  describing  similar
approaches [11], [12]. The authors regard the
use of this term as methodologically justified
in the study of digital archive creation
processes, taking into  account the
intellectualization of their digital population.

In this article, IlA is considered a modern
approach to data management based on
innovative technologies that enable efficient
use of information resources, improve the
accuracy of analytics, and ensure a high level
of cybersecurity—making it indispensable in
the  current  conditions of  digital
transformation. For example, study [1]
explores Al in archival practice, particularly
data  processing  automation,  archive
organization, and new forms of digital
archives. It also emphasizes the necessity of
integrating Al into archival systems while
respecting archival accounting principles and
applying a critical approach to the use of
technology. Study [2] investigates the problem
of accessibility of archives containing digitally
born data. The authors consider the potential
of Al and ML to facilitate access to digital
archives, including automation of tasks such as
privacy checking, while highlighting ethical
principles such as transparency, fairness, and
accountability in Al implementation.

Intellectual information aggregation in
digital archives represents a set of processes of
automated collection, structuring, analysis, and
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synthesis of large data volumes from diverse
sources, carried out using Al, ML, and LLM.
These processes are aimed at transforming
unstructured or partially structured data into
formats suitable for effective search,
classification, forecasting, and decision-
making. Archival information aggregation is,
in particular, examined in study [3], which
presents results on applying Al, especially
LLM and knowledge graphs, for organizing
and analyzing oral history archival resources.
Study [4] investigates the use of LLM to
optimize archival work, particularly the
processing and analysis of textual materials.
The authors propose a novel model —
Archival Generative Pre-trained Transformer
(ArcGPT) — and evaluate its effectiveness in
performing archival tasks, as well as
developing a methodology for assessing user
experience in working with LLM.

The main concepts associated with 1A in
digital archives include Al [5], ML, LLM [6],
and cybersecurity:

- Al enables automation of complex
tasks such as speech recognition, natural
language processing (NLP), and image
analysis (IA). Al allows the system to
autonomously make decisions related to 1A,
for example, determining the importance of
documents or detecting duplicates. Study [7]
explores the wuse of Al to automate
classification, appraisal, and  disposal
processes in digital archiving. Based on four
case studies from Australian archival and
governmental institutions, the authors analyze
achievements, challenges, and prospects for Al
use in records management.

- ML is employed for automatic pattern
discovery in data, classification of documents,
segmentation of information, and trend
prediction. ML algorithms allow archives to
adapt to new data types and improve
processing efficiency based on accumulated
experience. Monograph [5] is devoted to
concept extraction, classification, and semantic
networks using LLM to process large volumes
of textual data. Study [6] investigates the
interrelation between archives, data access,
and Al, focusing on the use of digital and
digitized archival collections.

- LLM are used for understanding,
interpreting, and generating textual
information. Architectures such as GPT,
BERT, and others make it possible to analyze
large volumes of text, extract key ideas,
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generate summaries, and respond to user
queries. These models can also be integrated
into digital archives to improve information
retrieval and enable more intuitive interaction
with data.

Data integration refers to the combination
of data from various sources (texts, images,
audio, video) into a unified system, enabling
the acquisition of comprehensive information.
The use of Al and ML allows for automatic
identification of relationships among diverse
data types, thereby enhancing their analytical
value.

A critical aspect of information aggregation
is data security and cybersecurity. Al can be
used to detect anomalies, identify potential
threats, and prevent unauthorized access to
archives. LLMs, in particular, can be applied
to log analysis and the detection of suspicious
activities within the system.

Finally, the adaptability and scalability of
IIA enable digital archives to operate
effectively with growing volumes of data
while adapting to new requirements and
technologies.

2. llA Functions for DA

The IIA system for DA is a software—
hardware complex that provides automated
collection, processing, structuring, analysis,
and storage of large volumes of data from
various sources using advanced technologies
such as Al, ML, and LLM. This system is
designed to transform unstructured or partially
structured data into a user-friendly digital
format, enabling effective solutions to tasks of
search, classification, forecasting, analytics,
and decision-making.

The functions of the IlA system in digital
archives cover a wide range of tasks aimed at
efficient data collection, management,
processing, analysis, and protection. The A
system implements its functions through a set
of interrelated processes that ensure
automation, accuracy, security, and reliability.
It allows efficient management of large-scale
data by transforming them into useful
information for analytics, forecasting, and
decision support. The main functions of the
I1A system for digital archives include:

- Creation of digital information
resources (DIR): using automatic and semi-
automatic systems based on Al, ML, LLM,
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image processing (IP), OCR, and neural
networks (NN).

- Creation of DA: utilizing ECM/CSP.

- Population of digital archives with
digital information resources: ensuring
systematic accumulation, organization, and
preservation of data for long-term use.

3. Notation and Symbols

In this study, the following notations are
used to formally describe processes of
intellectual information aggregation (l1A),
associated cyber threats, and countermeasures:

D (Documents/Data) — set of documents
(data) subject to digitization, processing, or
storage.

M (Metadata/Models) — set of metadata
associated with documents, or, where
applicable, models (AI/ML) that operate on
archival data.

S (Signatures) — set of digital signatures
used for authentication and verification.

Q (Queries/Prompts) — set of queries or
prompts submitted to Al/ML/LLM
components.

A (Actions/Activities) — set of actions or
activities (user or system) subject to
monitoring and analysis.

U (Users) — set of users (subjects of
access) interacting with the system.

X (Events/Anomalies) — set of events in
which anomalies may be detected.

Each process P; is defined as a
transformation of an input set into an output
set. Cyber threats PT; are modeled as
unwanted or adversarial transformations
applied to these sets, while countermeasures
TM, are protective transformations aimed at
neutralizing or mitigating threats.

4. 1lA Processes (P)

4.1. Documents Scientific and
Technical Arrangement (P10)

The scientific and technical arrangement of
documents is a crucial process for ensuring
effective document management, long-term
preservation, and subsequent use. Its primary
purpose is to establish an organized archival
collection, prepare documents for further
utilization, optimize documentation
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management, and guarantee the preservation
of essential materials.

The results of this process include:

- Asystematized archival collection;

- Reduction in the volume of documents
subject to subsequent digitization;

- Improved accessibility of information;

- Preparation of documents for archival
storage;

- Compliance with legal and regulatory
requirements.

Formally, the arrangement process can be
represented as the partitioning of the input
document set D into subsets D corresponding
to defined categories:

K

D=U Dk’ DlﬂDl:O
k=1 |

for i #j, where K - is the number of
categories. (A detailed formalization of the
ordering relation may be the subject of a
separate study).

P,o(D) = {arrange(d) | d € D},

where arrange(d)— function of scientific
and technical arrangement: assigns a document
d to a defined archival category according to
classification rules.

4.2. Document Scanning
Preparation (P20)

Document scanning preparation is an
essential process to ensure high-quality
digitization. The aim of this process is to bring
documents subject to digitization into a
condition that allows proper scanning. It may
include unbinding archival files and
documents into individual sheets, partial
restoration of damaged pages, and sorting of
documents by binding status, format, physical
condition, paper density, and other defined
characteristics. This ensures their suitability
for scanning using different types of scanners,
technologies, and methods.

Bound volumes are disassembled into
individual documents, and documents into
separate sheets. Artifacts are removed; sheets
bound together are separated by carefully
removing threads, staples, or other fasteners—
except in cases where unbinding would
compromise the legal status of the document.
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Sheets are cleaned of dust and contaminants,
and creases or folds that may obscure
information or cause sheets to adhere to each
other are flattened. Damaged originals are
carefully reinforced, while residual adhesive
materials at folds or perforations are removed.

This process ensures that sheets are not
damaged during scanning and that complete
and accurate images are obtained without
information loss. The outcome of scanning
preparation is a collection of original
documents ready for digitization.

Formally, the set of prepared documents
can be denoted as:

Pyo(D) = {prep(d) | d € D},

where prep(d) — function of document
preparation: transforms a document d into a
state suitable for scanning (unbinding,
cleaning, restoration, etc.).

4.3. Document Scanning (P30)

Document scanning consists in creating
electronic copies of documents in the form of
raster images using scanners and specialized
software that perform the functions of analog-
to-digital converters. The purpose of this
process is to obtain high-quality electronic
graphical copies of pages in raster format,
suitable for subsequent image processing.

The process may include scanner
calibration and software configuration,
selection of optimal scanning modes,

installation and adjustment of drivers to ensure
high-quality digitization of documents of
various types, as well as parallel real-time
monitoring and correction of scanning results.
The scanning of sheets prepared for
digitization is carried out directly.

The result of the process is a dataset of
electronic graphical copies in raster format of
all document pages, which can be used for
further image processing: quality
enhancement, OCR, classification, indexing,
including with the Al tools.

P;o(D*) = {scan(d) | d € D*},

where scan(d) — scanning function:
converts a prepared document d into a raster
image.
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4.4. Digital Image Processing (P40)

Digital image processing refers to the
transformation of electronic graphical copies
of document pages into a state necessary and
sufficient for readability, printing, and
subsequent processing using OCR,
classification, and indexing tools supported by
Al, ML, LLM, and neural networks (NN).

This process may include: cropping of page
images along the edges; background padding
of page images; normalization of page images
to standard formats; adjustment of contrast,
color, and brightness; correction of faded text;
alignment of page images horizontally,
vertically, or relative to lines and text; and
removal of undesirable background from page
images (including images of drawings on
tracing paper or blueprint photocopies), while
preserving informative elements such as seals,
stamps, signatures, and annotations.

Digital image processing can be performed
in automatic, semi-automatic, or manual
modes using scanner drivers and/or specialized
software.

As a result of digital image processing, a
dataset of electronic graphical copies of all
document pages is created, prepared for
further processing with Al, ML, LLM, NN,
and OCR tools.

The processed electronic copies are
obtained by means of the processing function:

Pyo(I) = {process(i) | i € I},

where process(i) — image processing
function: transforms a raster image i by
normalization, enhancement, and artifact
removal.

4.5. Optical Character Recognition,
OCR (P50)

The recognition of symbols (letters, digits,
and characters) contained in digital graphical
copies of document pages is performed
through OCR and/or intelligent recognition
methods using Al, ML, LLM, and NN. Its
objective is the transformation of handwritten,
typewritten, or printed text images into
sequences of codes  represented in
ANSI/ASCII symbols, which are interpretable
by electronic processing systems.
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The conversion of symbols into
ANSI/ASCII characters enables word and
number search within the text, copying of text
into word processors, text editing, display or
printing without loss of quality, information
analysis, as well as the application of
electronic translation, formatting, or text-to-
speech transformation.

As a result of character recognition from
digital raster copies of documents, a dataset of
electronic document page copies is produced,
each containing two layers: the digital raster
graphical copy of the document on one layer
and the recognized text in ANSI/ASCII
symbols on the other.

The process of text recognition from
processed images can be formalized as:

Pso(I) = {OCR() 1 i € I},

where OCR(i) — optical character
recognition function: converts a raster image i
into a machine-readable text representation.

4.6. Document Classification (P60)

The classification of electronic document
copies consists in assigning scanned and
processed copies to categories based on their
content, format, and metadata. This process
employs Al, ML, LLM, NN, and OCR
technologies.

The primary objective of classification is to
ensure the systematic organization of
electronic  document  copies, thereby
simplifying subsequent search and use of
documents within the DA.

At the classification stage, each document
is analyzed, and on the basis of defined
characteristics it is assigned to a particular
category.

Metadata describing the class affiliation of
the document are also added to specialized
registers for further processing.

Formally, documents are classified into
categories using Al, ML, LLM, and OCR as
follows:

Peo(T) = {classify(t) | t € T},
where classify(t) —  classification

function: assigns a text t to a predefined class
based on content and metadata.
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4.7. Indexing (P70)

The indexing process involves the creation
of unique search keys (tags, metadata, etc.) for
each document.

This significantly reduces the time required
to retrieve information in DA. Indexing is
performed through analysis of document
content, keywords, and metadata.

The results of indexing are stored as
structured data that are associated with the
corresponding documents.

This ensures a high level of automation
during information retrieval in the archive and
provides technical simplification of search by
creating a structured dataset in addition to the
unstructured mass of information.

Formally, document indices are generated
as a set of keywords (tags/metadata):

P;o(T) = {index(t) | t € T},

where index(t) — indexing function:
generates metadata and search keys from a
text ¢.

4.8. Merging of Pages (P80)

The merging of pages into documents is a
necessary stage for restoring the integrity of
multi-page documents.

During this process, individual pages
belonging to the same document are combined
into a single electronic structure. Merging is
performed on the basis of unique identifiers or
metadata that specify the correct sequence of
pages.

This stage is critically important for
documents with a strictly defined page order.

The merging of pages into a single
document can be represented as:

Pgo(P) = {merge(p) | p € P},

where merge(p) — merging function:
restores the sequence of pages p into a
complete document.

In practical implementation, this process
employs document binding devices patented in
[18].
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4.9. Binding of Document Files
(P85)

The binding of documents into folders is
performed to group multiple documents into a
single logical unit, such as an archival volume
or dossier.

This process is applied to documents that
share a thematic or functional relationship.

During binding, the common characteristics
of the documents are identified, after which
they are combined into a folder with the
creation of a unified index and metadata.

The aggregation of documents into folders
can be formalized as:

Pgs(F) = {bind(f) | f € F},
where bind (f)— binding function: groups
related files f into a dossier or volume.

4.10. Digital Archive System
Creation (P90)

The creation of a digital archive system is a
comprehensive process that includes the
configuration of ECM/CSP systems and the
integration of all archive components.

The system incorporates modules for
managing storage, search, protection, and
document updating.

At this stage, the primary objective is to
ensure high data availability and security, as
well as to configure automation mechanisms
for processing.

The result is a DA that provides reliable
access to information while taking user rights
into account.

The digital archive system consists of a
database that includes:

Pyo(S) = {build(s) | s € S},

where build(s) — archive creation
function: integrates subsystem s into a digital
archive (ECM/CSP platform).

5. Cyber Threats to the processes

of intellectual information

aggregation in digital archives (PT)
As shown in Table 1 and Figure 1, each of

the described above IIA Processes P; has
specific threats PT = {PT;, PT,,...PT,} that
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require detailed analysis and protective
measures. For example, in the case of data
collection, ensuring the security of
transmission is of critical importance, whereas
for the process of analysis, protection against
model bias is key. In [8], for instance, the
authors define security through the lens of
integrity, confidentiality, availability, intruder
detection, and protection against physical
damage and viruses.

Below are examples of possible threats and
vulnerabilities to 1A processes (it should be
noted that these examples are valid but not
exhaustive—the list may be extended).

Table 1
Matrix of lIA Processes Threats (P—PT)

Figure 1
Threats to IIA Processes (P-PT)

PSD‘ P20 @ @ @ @ P30 P7O
@ @ P10 PBO F’50 P40 @ @
@

5.1. Unauthorized Access (PT10)

This threat consists in the unauthorized
acquisition of access to digital archive data by
adversaries or improperly authorized users. It
arises from vulnerabilities in authentication
mechanisms, insufficient access control, or
credential leakage. Potential sources include
hacker attacks, internal insiders, or
misconfigurations  of  security  systems.
Unauthorized access to data implies obtaining
archival information without the appropriate
permission, which may lead to a compromise
of confidentiality. This threat can be
mathematically formalized as follows:

PT,o(D) = {breach(d) | d € D},
where breach(d) — unauthorized access
to document d.
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5.2. Data Interception in Transit
(PT20)

The threat of data interception arises during
transmission between a user and a server or
between servers of the digital archive. It
occurs due to the wuse of unsecured
communication channels (e.g., HTTP instead
of HTTPS), the absence of encryption, or man-
in-the-middle (MITM) attacks. The sources of
such threats include adversaries with access to
network infrastructure or those employing
specialized spyware.

Data interception may occur when
information is transmitted between systems
without proper encryption or protective
mechanisms.

This threat can be
formalized as follows:

mathematically

PT,,(D) = {intercept(d) | d € D},

where intercept(d) — interception of
data d during transmission.

5.3. Data Integrity Violation (PT30)

intentional or
data,

This  threat involves
accidental modifications of archival
resulting in the loss of their authenticity.

It arises from attacks on the file system,
errors during data processing, or malicious
software.

The sources may include internal users
with editing rights as well as external
adversaries who have gained access to the
archive.

The threat encompasses deliberate or
accidental alteration of archival data and can
be mathematically formalized as follows:

PT5,(D) = {corrupt(d) | d € D},

where corrupt(d) — violation of
integrity, deliberate or accidental modification
of document d.

5.4. Metadata Forgery (PT40)

This threat consists in the deliberate
modification of document metadata, which
may result in the loss of correct information
about provenance, authorship, or creation date.
It arises from insufficient control of metadata
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authenticity, the possibility of editing without
verification, or attacks on the database. The
sources include internal employees
manipulating metadata or adversaries altering
it to bypass control systems.

The modification of document metadata
may lead to incorrect identification or loss of
authenticity.  Such  actions can  be
mathematically formalized as follows:

PTy(M) = {forge(m) | m € M},

where forge(m) — forgery or alteration of
metadata item m.

5.5. Attacks on Al/ML Models
(PT50)

This threat is associated with the deliberate
manipulation of input data in order to deceive
artificial intelligence and machine learning
algorithms used in digital archives. It arises
from the insufficient robustness of models to
malicious modifications in input data (e.g.,
poisoning of the training dataset). The sources
may include adversaries injecting manipulated
data or creating specially crafted adversarial
examples.

Attacks aimed at altering the system’s Al-
driven outputs through manipulations of input
data can be mathematically formalized as
follows:

PTso(M) = {attack(model) | model € M},

where attack(model) — adversarial
attack on AI/ML model (e.g., poisoning,
adversarial input).

5.6. Data Manipulation (PT60)

Data manipulation involves the deliberate
alteration of information with the purpose of
disinformation, misleading users, or preparing
fraudulent  activities. It arises  from
vulnerabilities in document editing systems or
insufficient control of modifications. The
sources include internal adversaries or hackers
who alter data to achieve their objectives.

Unauthorized modification of information
stored in the archive can be mathematically
formalized as follows:
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PTgo(D) = {manipulate(d) | d € D},

where manipulate(d) — manipulation of
data d for misleading or fraudulent purposes.

5.7. Prompt Injection (PT70)

This threat consists in the injection of
malicious commands or prompts into
automated systems that employ AI/ML, with
the aim of obtaining unauthorized results or
altering model behavior.

It arises from the absence of input filtering

and insufficient protection of response
generation mechanisms.
The  sources include  adversaries

manipulating textual queries to gain access to
confidential information or to bypass imposed
restrictions.

The injection of malicious commands into
the system to alter its behavior can be
mathematically formalized as follows:

PT;0(Q) = {inject(q) | q € Q},

where inject(q) — prompt injection,
maliciously altering the behavior of query gq.

5.8. Data Exfiltration (PT80)

Data exfiltration refers to the unauthorized
copying and transfer of information to third
parties.

It arises from insufficient access control,
the absence of user anomaly monitoring, or the
use of malicious software.

The sources include both internal insiders
and external adversaries exploiting malicious
scripts or attacks on archive servers.

Unauthorized copying or transmission of
data can be mathematically formalized as
follows:

PTgo(D) = {exfiltrate(d) | d € D},

where exfiltrate(d) — unauthorized copying
or transfer of data d.

82

5.9. Disinformation (PT90)

Disinformation refers to the deliberate
introduction of false data into the digital
archive with the purpose of distorting genuine
information.

It arises from insufficient control over data
authenticity, the absence of verification
mechanisms, or malicious manipulations.

The sources may include hackers, state-
sponsored actors, or internal employees
disseminating falsified information.

The insertion of false or manipulative
information into the system can be
mathematically formalized as follows:

PTyy(D) = {disinform(d) | d € D},

where disinform(d) — injection of false or
misleading content into data d.

5.10. Digital Signature Forgery
(PT95)

This threat consists in the creation or
forgery of digital signatures for documents,
intended to mislead users about the
authenticity of files.

It arises from  wvulnerabilities in
cryptographic algorithms, leakage of private
keys, or insufficient protection of signing
mechanisms.

Sources of such threats include adversaries
who have obtained signing keys or who mount
attacks against certification authorities.

The falsification of a document’s digital
signature can be formally expressed as
follows:

PTys5(S) = {forge(s) | s € S},

where forge(s) — digital signature forgery
for signature s.

6. Threat Mitigation (TM)
As shown in Table 2 and Figure 2, each of

the described above Threats PT; must be
applied by Mitigation TM;.
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Table 2
Matrix of Threat’s Mitigations (PT-TM)

Dautn

Figure 2
Mitigations to Threats (TM-PT)

TM20) TMSD_.--{TMm_i (TM70)- @ @ -TM60)
@C~-00~®
OO
\\, !--\w/

6.1. Data Encryption (TM10)

Data encryption is a fundamental method
for ensuring the confidentiality and integrity of
information.

It prevents unauthorized access by
transforming data into a format unreadable
without the corresponding decryption key.

Two primary approaches are employed:
symmetric encryption (e.g., AES, DES), where
the same key is used for both encryption and
decryption, and asymmetric encryption (e.g.,
RSA, ECC), which relies on a pair of keys —
a public key for encryption and a private key
for decryption.

Within  the cybersecurity of digital
archives, encryption is applied both to data at
rest (e.g., encrypted file systems, databases)
and to data in transit (e.g., TLS, SSL, VPN).

Properly implemented encryption
safeguards archival information against
interception, unauthorized access, and data
leakage during storage, processing, and
transmission. Formally:

TM,y(D) = {encrypt(d) | d € D},

where encrypt(d) — encryption of data d (at
rest or in transit).
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6.2. Multi-Factor Authentication
(TM20)

Multi-factor authentication (MFA) provides
an enhanced level of access security for digital
archives by requiring users to verify their
identity through multiple independent factors.
The primary categories of authentication
factors include:

Personal Identification Numbers (PINs) or
answers to security questions;

One-Time Passwords (OTPs) delivered via
Short Message Service (SMS), dedicated
applications, hardware tokens, or smart cards;

Biometric data, such as fingerprints, facial
recognition, or iris scans.

The combination of at least two of these
factors substantially complicates account
compromise. Formally:

TM,,(U) = {authenticate(u) | u € U},
where authenticate(u) —  multi-factor
authentication of user u.
or:

TMo(u) =
_ {1, if fi,f; € F,i# jiverify(u, f;) Averify(u, f;)
10, otherwise

where verify(u, f)denotes the successful
verification of user u € U by factor f € F.

6.3. Activity Monitoring (TM30)

Activity Monitoring is the process of
collecting, analyzing, and correlating events
associated with the use of a digital archive. It
enables the detection of anomalous activities,
including attempts of unauthorized access,
suspicious  modifications of  document
contents, or large-scale file exfiltration. The
main methods of monitoring include:

- Logging — recording system events,
including user activities, into audit logs;

- Behavioral Analysis — defining baseline
user behavior and detecting deviations from
the norm;

- Anomaly Detection Systems — machine
learning algorithms that analyze traffic
patterns and behavioral profiles to identify
potential threats.

TM3y(A) = {monitor(a) | a € A},
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where monitor(a) — monitoring and logging
of action a.

Let A(t) — denote the user’s activity at
time t, while u and 6 represent the mean value
and the standard deviation of activity under the
assumption of a normal distribution. The
deviation is quantified using the Z-score:

_A)-u
Z = P

if|Z] >,

where T — is the anomaly threshold, the
system flags the activity as suspicious.

6.4. Data Updating and Backup
(TM40)

Backup is a fundamental mechanism for
ensuring the continuity of operations of a
digital archive. Several backup strategies exist:
- Full Backup — creation of a copy of all
data.

- Differential Backup — saving only the data
changed since the last full backup.

- Incremental Backup — saving the data
changed since the last backup of any type.

The system must periodically update
backup copies and verify their correctness. Let
D(t) denote the state of data at time ttt, and
B(t) the backup copy. The creation of a
backup is described by the equation: B(t) =
D(t). Data recovery is performed in the event
of failure or loss according to: D(t') =
B(t),t' >t.

TM4o(D) = {backup(d) | d € D},
where backup(d) — creation of backup copy
of document d.

6.5. Request Verification and
Filtering (TM50)

The process of request verification and
filtering is aimed at detecting and blocking
malicious requests to the digital archive
system. The primary threats include SQL
injections, XSS attacks, and manipulations
with API requests. The filtering mechanism
includes:

- Syntactic analysis of the
checking the correctness of input;
- Blacklists and whitelists of requests —
blocking dangerous commands;

- Input data validation — verifying that the
request conforms to the expected format.

request —

84

Let Q denote the input request, and
verify(Q) the verification function. Then:

verify(Q) =
_ {1, if the request is valid and safe;

~ 10, if the request is malicious or invalid.

TMs0(Q) = {verify(q) | q € Q},

where verify(q) — verification and filtering
of query q.

6.6. Anomaly Detection (TM60)

Anomaly detection mechanisms are
employed to automatically identify suspicious
or malicious activities in the digital archive
system.

They are based on comparing current
events with predefined behavioral norms. The
main approaches to anomaly detection include:
- Statistical methods — identifying
deviations from mean values and distributions;
- Machine learning methods — analyzing
historical data to detect anomalous behavior
patterns;

- Signature-based detection methods —
verifying activity against known attack types.

These approaches allow for the detection of
both known threats (e.g., repeated failed login
attempts) and novel attacks that have not
previously been observed in the system.

Let X be the set of user activity features,
and f(X) the model of predicted normal
behavior. An anomaly is detected under the
condition:

Lif AX) # f(X);

anomaly(X) = {0 otherwise

or, using a statistical approach:

{1 A
anomaly(X) =4{~ o ’

0, otherwise

where puis the mean activity parameter, ois the
standard deviation, and k is the threshold
value.

TMgo(X) = {detect(x) | x € X},

where detect(x) — detection of anomaly in
event x.
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6.7. Protection Against Al/ML
Attacks (TM70)

Attacks on AI/ML models may include
training data poisoning, manipulations of input
queries, or the creation of adversarial
examples specifically designed to alter model
behavior. To mitigate these threats, the
following protective measures are commonly
employed:

- Filtering and validation of training data —
preventing data poisoning by detecting and
eliminating corrupted samples;

- Defense against input manipulation —
developing robust models that integrate
techniques resistant to adversarial
modifications;

- Adversarial training — training models to
enhance their resilience against attacks
through exposure to adversarially crafted
examples.

Let fo(X) — prediction function of the
model with parameters 6 . A model’s
vulnerability implies that there exists a minor
perturbation of the input data § that:

fo(X) # fo(X +6) where ||§]] — a
minor perturbation causing a major shift in
model predictions.

TM;o(M) = {defend(model) | model € M},
where defend(model) — protection of
AI/ML model through adversarial training or
data sanitization.

6.8. Access Control and Logging
(TM80)

Access control enables the restriction of
user rights within the system according to their
privileges.

This reduces the risks of data compromise
resulting from internal or external threats.

The primary access control mechanisms
include:

- Role-Based Access Control (RBAC) —
access is determined based on user roles;
- Attribute-Based Access Control (ABAC)
— restrictions are enforced according to user
attributes and the context of the request;

- Two-step  verification —  combines
authorization with additional identification
methods.

Simultaneously with access control, all user
actions are logged for subsequent auditing and
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analysis. Let P(u,r) denote the access rights
of user u to resource r:

P(u,r)

_ {1, if user u is autorizes to access resource r;

0, otherwise

where t — the time point of operation
execution.

TMgo(U) = {authorize(u) | u € U},

where authorize(u) — enforcement of
access control rules for user u.

6.9. Digital Signature Verification
(TM90)

Digital Signature ensures both the
authenticity and the integrity of a document. It
is based on public-key cryptographic
algorithms, in particular the Rivest-Shamir—
Adleman (RSA) algorithm and the Elliptic
Curve Digital Signature Algorithm (ECDSA),
and allows verification of whether a document
has been altered after being signed. The main
stages of digital signature verification are as
follows:

- Hash function computation — a
mathematical algorithm that transforms
arbitrary input data (text, file, message, etc.)
into a fixed-size hash string/hash value
(digest) using a cryptographic algorithm (e.qg.,
Secure Hash Algorithm 256, SHA-256), which
generates a fixed 256-bit (32-byte) number
from input data of any size;

- Signature decryption with the public key;

- Comparison of the computed hash value
with the hash of the document.

Let S(D)denote the digital signature of a
document d, and H(d) — its hash. The
signature is considered valid if:

1,if H(d) = Dk, (S(d));

verify(S,d) = {0 otherwise

where Dy, — the function of signature
decryption with a key.

TMyy(S) = {verify(s) | s € S},

where verify(s) — verification of digital
signature s.
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6.10. Metadata Protection (TM95)

Metadata contain supplementary
information about documents, such as
authorship, creation date, format, and location.

Adversaries may tamper with metadata to
conceal traces of their activity, alter access
rights, or manipulate the document’s
provenance. Metadata protection involves the
following measures:

- Encryption and hashing of metadata — to
prevent unauthorized modifications;

- Access control for metadata — allowing
only authorized users to view or modify
metadata;

- Change logging — recording all operations
with metadata for subsequent audit.

Let M(D) denote the set of metadata of
document d. Metadata protection requires that
for all d’ potentially subject to alteration:

H(MD(d)) = H(MD(d"))

where H is a hash function ensuring integrity
verification. If H(MD(d)) = H(MD(d")), this
indicates an attempted metadata forgery.

TMys(M) = {protect(m) | m € M},

where protect(m) — integrity protection of
metadata m.

6.11. Use Mitigationsin lIA
Processes

As shown in Table 3 and Graph 3,
Countermeasures must be applied within the
Processes.

Table 3
Matrix of Processes and Threat Mitigations
(P-TM)

Figure 3
Threat Mitigations to IIA Processes (P-TM)

(P50 -TM70- P40} (P8O P90

- _4TMo0) (TM8O) (TM20) (TM10] (TM40) (TM50-{P70 )TN0
P85 T/ - AN
“Tmg5) (P10 P20 P30)

[ PBO' +TM30

7. Emergence of
Countermeasure Systems Against
Cyber Threats in IlA Processes into
DA

Emergence refers to the effect whereby a
system acquires properties or behaviors that
cannot be predicted solely from the properties
of its individual components.

In other words, it is the situation in which
the whole becomes greater than the sum of its
parts. The main characteristics of emergence
include:

- Novel quality — properties of the
integrated system that are absent in its
individual components;

- Interaction of components — emergent
properties arise through interactions among the
system’s elements;

- Unpredictability — system-level properties
that cannot be foreseen on the basis of
analyzing separate components alone.

The mathematical formalization  of
emergence presupposes the description of how
new properties or behaviors of the system arise
as a result of its structure and the interactions
of its components.

General approaches to such formalization
can be expressed as follows:

E(DA) = f({C:3,1(C;, ),

where E(S) demotes the emergent properties
of the DA, {C;} is the set of its components,
and I(C;, ;) represents the interactions among
components.
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7.1. Basic Components of the
Countermeasure Systems Against
Cyber Threats in IlA Processes into
DA System

Let S be a system consisting of nnn
components:

S = {Cl,Cz,...,Cn}.
where C; is an individual component of the
system.

7.2. Properties of Components

Each component C; has a set of properties
or states P(C;):

P(Cy) = {p1(C), p2(C),- -, P (C)}-

7.3. Interaction of Components

The interaction between components is
defined by a function I, which describes the
relationship between C; and C;:

This function may be nonlinear, stochastic,
or dependent on external conditions.

7.4. Global Property of the System

The property of the system G(S) is
determined as an aggregated function:

G(S)z F(I(Cl, Cz),-I(CZ, C3), .. ),
where F is an aggregation function (e.g.,
sum, mean, integral, etc.).

7.5. Condition of Emergence

Emergence arises if the global property
G (S) cannot be predicted solely from the local
properties P(C;) of the components.

Formally:

3G(5):6(5) # ) g(P(C),

=1
where g(P(C;)) is a function of the local
properties of the components.
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7.6. Metric Evaluation of
Emergence

For quantitative evaluation of emergence,
one may use the distance between the actual
system behavior and its predicted behavior:

E(S) =IG(S) — G,

where G(S) is the model of system
behavior constructed on the basis of the
properties of individual components without
considering their interactions.

7.7. Use in Data Cybersecurity
Systems

System components C; : servers, routers,
software.

Component properties P(C;): resilience to
attacks, throughput capacity, response speed.

Global property G(S): overall resilience of
the system to cyberattacks.

Emergence:  within the system, an
unexpected vulnerability may arise that cannot
be foreseen solely by analyzing the properties
of individual components.

This formalization allows the modeling of
emergence in complex systems and enables
the study of how new properties arise from the
interaction of components.

In the context of your dissertation, it may
be useful for describing the emergence of
properties in  digital archives when
implementing intelligent algorithms.

8. Requirements for
Countermeasure Systems Against
Threats to Intellectual Information
Aggregation Processes in Digital
Archives

A system designed to counter threats
associated with the use of large language
models (LLMs) must be comprehensive,
integrating technical, organizational, and
ethical measures. Such a system should
operate across all stages of data handling, from
collection to the generation of results, thereby
reducing risks and ensuring both secure and
responsible use of LLM technologies.
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From a general perspective, several
foundational requirements can be identified.
First, the system must be scalable, capable of
processing large volumes of data and adapting
flexibly to newly emerging threats. Second, it
should support seamless integration with
existing archival infrastructures and software
tools. Continuous monitoring and analytic
functionality represent another essential
element, enabling the detection and reporting
of threats in real time. Finally, the system must
be accompanied by thorough documentation
describing its functions, protective procedures,
and operational mechanisms.

When considering protection  against
adversarial attacks (AA), the system must
address attempts to deceive ML or DL models
through deliberately manipulated input data.
These attacks typically involve subtle
perturbations that remain invisible to human
observers yet result in misclassification or
erroneous decision-making. To counter such
risks, models should be designed or adapted to
exhibit  robustness  against  adversarial
perturbations. Regular testing for
vulnerabilities, the deployment of filtering
mechanisms for suspicious inputs, and the
establishment of continuous monitoring
procedures are critical. Equally important is
the training of personnel in recognizing and
responding to adversarial scenarios.

Another requirement relates to defense
against malware. Since malicious software
represents a persistent risk, the system should

ensure regular updating of libraries and
dependencies, use only verified software
sources, and incorporate  vulnerability

scanning. Security policies concerning third-
party libraries must be enforced, while
systematic audits of both software and Al
models should be conducted to detect potential
biases. Addressing such biases through
retraining, alongside ethical training for
developers, forms part of the organizational
response to this threat.

Protection against data manipulation
requires the verification of data sources and
the implementation of algorithms capable of
detecting falsified or corrupted information.
Regular archival audits and verification
procedures serve as preventive measures,
while staff must be adequately trained to
recognize manipulation attempts.

Similarly, prompt injection constitutes a
distinct threat category. Countermeasures here

88

include limiting the complexity of user
queries, filtering inputs to block potentially
harmful prompts, and monitoring query logs.
Security policies governing the formulation of
prompts are necessary, as is user training in
secure and responsible interaction with Al
systems.

With respect to data exfiltration, the system
must ensure encryption of data both in transit
and at rest, implement rigorous access control
policies, and conduct regular vulnerability

audits. Training users in cybersecurity
awareness complements these technical
safeguards.

A further concern involves disinformation.
To prevent the introduction of false or
manipulative content into digital archives, the
system must validate outputs, rely on verified
training data, and conduct systematic audits of
models. Verification of results and training
personnel in disinformation detection provide
additional resilience.

Finally, measures are required to counter
the malicious use of generated outputs. This
includes filtering harmful queries, monitoring
the use of LLM outputs, and applying
mechanisms to restrict access where necessary.
Establishing policies for the ethical use of
results, supported by user training in
responsible Al practices, is crucial for
minimizing risks.

Taken together, these requirements
underscore the necessity of a holistic approach

to cybersecurity in digital archives. By
integrating  technical  safeguards  with
organizational  procedures and ethical

principles, such systems can provide robust
protection against a wide spectrum of threats,
ensuring both  the resilience  and
trustworthiness of intellectual information
aggregation processes.

Conclusions

This article presents a comprehensive
approach to the cybersecurity of Intellectual
Information Aggregation (I1A) processes in
digital archives. The proposed framework
encompasses the formalization of digital
lifecycle  stages  (digitization, image
processing, OCR, classification, indexing, and
archive system creation) together with
corresponding threats and countermeasures,
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with a focus on mathematically justified
safeguards (encryption, multi-factor
authentication, monitoring, anomaly detection,
metadata protection, adversarial training). The
models address risks arising in the automated
collection, structuring, semantic enrichment,
and analysis of data using AI/ML/LLM.

Key classes of threats to IIA are
systematically analyzed and mathematically
formalized, including data exfiltration,
disinformation, digital signature forgery, as
well as scenarios inherent to digital archives
interacting  with ~ AI/ML/LLM  (prompt
injection, data manipulation, etc.). For each
class, formal definitions and predicates are
introduced, enabling the verification of
security properties and the construction of
verifiable countermeasures.

The scientific novelty of this work lies in:

- Introducing and methodologically
substantiating the concept of intellectual
information aggregation as a set of processes
ensuring semantic normalization, contextual
classification, and adaptive data processing
through AI/ML/LLM,;

- Formalizing the “process—threat—
countermeasure” relations for the IIA stages in
digital archives;

- Emphasizing the emergent properties of
combined protection, where system resilience
increases due to the interaction of individual
safeguards.

It is demonstrated that protection
integration must cover all stages of data
processing — from acquisition to result
generation — and adhere to the requirements
of countermeasure systems: scalability,
compatibility with existing infrastructure,
continuous monitoring and analytics, and
documented operational procedures. This
enables real-time detection and localization of
adversarial influences on models, reducing the
likelihood of erroneous decisions.

The classification and description of IIA
processes in digital archives are provided as a
consistent sequence of production stages
(P10-P90), facilitating the mapping of specific
threats and countermeasures to concrete
operations within the archive lifecycle. Such
decomposition  establishes a basis for
constructing metric risk  profiles and
conducting compliance audits.

A significant contribution of the study is
the formalization of the emergent properties of
countermeasure systems: expressed through
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computable metrics of the distance between
the actual behavior of integrated defense and
the predicted “sum of local properties.” This
enables a quantitative assessment of the
integral resilience of the archive as a cyber-
socio-technical system.

Practical relevance is confirmed by
implementations protected by intellectual
property rights: technological solutions for
converting large sets of paper documents into
digital resources, the DIGITAL DOCS®
software modules, and the associated
trademark. These instruments have been
applied in production environments for the
implementation of 1A processes.

The results obtained can be used to
evaluate and strengthen the cyber-resilience of
information systems in the context of national
and societal digital transformation —
particularly where archival data support
analytics and evidence-based decision-making.

Future  research  directions include
expanding the formal apparatus of
countermeasures against new categories of
threats accompanying the evolution of
AI/ML/LLM, advancing models of emergent
resilience with consideration of socio-
technical factors, and scaling integrated
monitoring and security auditing methods for
multi-component archival ecosystems (digital
archives).
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