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Abstract

This paper considers a specific class of ARX primitives: oblivious S-functions, which are distinguished
by their computational states being independent of each other. We present generic analytical expressions
for the rotation probabilities of oblivious S-functions, which characterize security against rotational
cryptanalysis. We also examile particular classes of oblivious S-functions, including generalized
NORX-like mappings and LRX-analogues for multiplication by three. For these mappings, we provide

numerical values of the rotation probabilities.
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Introduction

ARX cryptosystems (from «Addition, Rotation,
XOR») use only modular additions, bitwise addi-
tions, and cyclic shifts in their structure. Other
operations are sometimes used as well, primar-
ily those available at the processor instruction
level, such as logical AND, logical OR, non-
cyclic shifts etc. ARX systems without modular
additions are often referred to as LRX systems,
where L stands for “Logic”.

ARX cryptosystems have gained popularity
in recent years due to their speed and ease of
implementation. These cryptosystems can be eas-
ily adapted to most hardware architectures. ARX
cryptosystems are widely used for data encryp-
tion on cloud platforms, secure Internet connec-
tions, protecting bank card data, and ensuring
fast cryptography in virtual private networks.

Rotational cryptanalysis [1, 2] is a specific
cryptanalytic technique that is mostly suitable for
ARX/LRX systems. It focuses on changes that
occur during the calculation of ARX transforma-
tions in messages that differs by cyclic shifts.
This method was applied to the Chaskey ci-
pher [3], Salsa cipher [4], ChaCha cipher [5, 6],
modified GOST cipher [7], MORUS cipher [8],
and others.

In [9], the concept of S-functions was pro-
posed: representation of ARX transformations as
finite automata of a special type. S-functions en-
able the development of computationally efficient
algorithms for evaluating outputs, distributions,
and various statistics of ARX transformations.
The analysis of S-functions and their applications
for cryptographic purposes was further improved
in [10, 11].

This paper considers a special class of
S-functions: oblivious S-functions. We provide
analytical expressions for the probabilities of
rotation pairs in general and in specific cases.
These expressions characterize the security of
oblivious S-functions against rotational cryptanal-
ysis.

The results obtained were partially presented
at the International Conference on Innovative So-
Iutions in Software Engineering (ICISSE 2023,
Nov. 29-30, 2023, Ivano-Frankivsk, Ukraine)
and at the XXIII Scientific and Practical Con-
ference «Theoretical and Applied Problems of
Physics, Mathematics, and Informatics» (May
14-17, 2025, Kyiv, Ukraine).

The rest of the paper is organized as follows.
Section 1 provides the basic terms, definitions
and notation. Section 2 introduces the concept of
the oblivious S-function and presents analytical
expressions for the rotation probabilities of the
oblivious S-functions. The next sections are ded-
icated to specific cases of oblivious S-functions
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and their rotation probabilities: Section 3 consid-
ers generalized NORX-like mappings; Section 4
considers LRX-analogues of multiplication by
three; and Section 5 considers specific LRX map-
pings introduced in this paper.

1. Terms and Notation

This section introduces the necessary notation
for the rest of the material.

V, = {0,1}" — the set of binary vectors of
length n;

x € V,, — an arbitrary vector whose bits are
numbered in the following order:

<y ajo);

r & r or " — cyclic shift (rotation) of
vector z to the left by r positions;

x < r — non-cyclic shift of vector x to the
left by r positions;

r @y — bitwise addition operation (XOR);

x ~ y — bitwise equivalence operation;

x Ay — bitwise conjunction (logical AND);

z V y — bitwise disjunction (logical OR);

x | y — Pierce arrow (NOR);

x 1Ty — Sheffer stroke (NAND);

r — y, x < y — implication and reverse
implication;

T —» Yy, T <+ y — negation of implications.

We denote the set of all considered nonlinear
bitwise logical operations by O:

@ = {/\) \/a l/v Ta 5, H_}

r = (Tp_1,..

V" is the set of m-tuples of n-bit vectors.
For each X = (2, ..., 2(™) € V™ an i-th
slice X; is a vector of i-th coordinates:

X; = (w(l) x(2),...x§m)> € V.

i 0

The rotation for the tuple X € V)" is defined
as the rotation of all its internal vectors:

X = ((#) (22) o (o))

Rotation-based cryptanalysis (or rotational
cryptanalysis) is a method of cryptanalysis of
ARX cryptosystems based on studying the prop-
erties of so-called rotation pairs — pairs of vec-
tors (X, X") that are passed through an ARX
transformation, where r is an arbitrary but fixed
value and X is a random value.

For every f : V" — V,, the security of f
against rotational cryptanalysis is determined by

the rotation probabilities rp' (r),

rp! (r) = Prac{f(X") = (f(X))},
where X are randomly selected from V.

A function f: V;" — V, is called an
S-function [9] if there exist a set (), mappings
©: Vi xQ — {0,1} and ¥: V,,, x Q@ — Q,
a fixed value Sy € () and, for every X € V",
an additional sequence S = (S1,...,5,-1),
S; € @, such that the calculation of the vector
z = f(X) can be represented as

zi = (X5, 55),
Si+1 :,l/}(XuS’L)? i:0a1727"'

The set ( must be finite and independent of n.
The variables S; are called computational states
of the S-function, Sy — initial state, p — out-
put function, v — transition function. We will
further consider an arbitrary S-function as the
tuple (@, ¢,1,Sp). As one can see, S-functions
are special cases of Mealy automata.

2. Oblivious S-functions and Their Rota-
tion Probabilities

In this paper, we introduce a special class of
S-functions: oblivious S-functions, in which the
value of the next state is determined only by the
input bits. Formally, an oblivious S-function is
the S-function of form (Q, ¢, v, Sp), where

Examples of oblivious S-functions include the
family of mappings f(x) = z x (r < 1) studied
in [12], where x denotes an arbitrary bitwise
operation, and the function

H(z,y) =z 8y & (zy < 1),

proposed by the developers of the NORX ci-
pher [13] as an approximation of modular addi-
tion.

For the oblivious S-functions, all rotation
probabilities can be expressed in the general case.
This result is formulated in the following theo-
rem.

Theorem 1. Let f: V" — V,, be an oblivi-
ous S-function, with output function , transition
Sfunction 1, and initial state Sy. For X € V" and
i > 1, define S; :== (X;_1). Then

rp? (r) = Pr{p(Xo, So0) = ¢(Xo, Sn),
P(Xn—r,50) = @(Xn—r, Sn—r)}.
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Proof. Assuming that u := f(X"), we have:

i=0: uy = o(Xn—r,5),
0<i<r:u =@(Xn—rtisSn—rti),

i=r7r: ur = p(Xo, ),
r<i<mn:u =@Xi—r Si—r);

Similarly, assuming that v := (f(X))", we have:

1=0: vg= (P(anra SnfT)a
0<i<r:v,=p(Xn—rti,Sn—rti),

i=r: v, = p(Xo,S0),
r<i<mn:v=pXi—r, Si—r).

Therefore, we have that u; = v; for all ¢ # 0,
i # r; thus,

rp (r) =Pr{u =0} =
=Pr{ug = vo, u, = v, },

from which, using the values ug, u,, vg, and v,,
we obtain the statement of the theorem. OJ

Corollary 1. For 2 <r < n — 2, it holds that
2
rpf(r) = (Pra,a’{so(aa SO) = @(aaw(a/))}) )

where a,a’ are randomly selected from V,,.

Proof. Indeed, for 2 < r <n — 2, the equal-
ities ug = vg and u, = v, are determined by
different slices of X, i.e. they are independent.
Therefore, we can replace the specific slices of
X with random variables from V,,. This implies
the corollary’s statement. [

Note that the rotation probabilities of oblivi-
ous S-functions do not depend on the length of
the vectors. In particular, the values of 7p/(r)
are the same for all 2 < r < n — 2. The cases
r =1 and r =n — 1 should be considered sepa-
rately since the equations uy = vg and u, = v,
may be dependent in these cases.

As a direct application of Theorem 1, one
can construct an ARX-mapping that completely
disrupts rotational pairs. For example, consider
the following two functions:

Alz,y) =x®yd1;
Neg(z,y) =x @y ® (1...10).

They are both the oblivious S-functions with
the set of states Q = {0,1} and output function
o(zi, yi, Si) = x; ® y; ® S;. Function A has the
initial state Sy = 1 and the transition function
¥(x;,y;) = 0. Function Neg has the initial state
So = 0 and the transition function ¢ (z;,y;) = 1.

From Theorem 1 we have
) = () = 0

for all 0 < r < n. Therefore, these mappings
do not transit rotation pairs at all. However,
this simple security mechanism against rotational
cryptanalysis can be bypassed with more sophis-
ticated techniques, such as differential-rotational
analysis [14].

3. Rotation Probabilities of NORX-like
Functions

In [15], Aumasson et al. showed that the
rotation probabilities of the function

H(z,y) =z 8y & (zy < 1),

the main nonlinear transformation of the NORX
cipher, are equal to 9/16, regardless of the rota-
tion value r. This result can be generalized in
several ways.

Claim 1. The rotation probabilities rp™= (r) of

the generalized NORX-like operation
Hi(z,y) =20y ® ((zxy) < 1)

for all appropriate values of r are equal to

* 9/16 forx € {A,],»,+};

e 1/16 forx € {V,T,—,+};

* 1/4  forx e {®,~}.

Proof. The function H,(x,y) can be repre-
sented as an oblivious S-function as follows:

* the set of states: @ = {0,1};

* the initial state Sy = 0;

* the transition function

Siv1 = (@i, yi) = @i *x Yi;
* the output function
zi = (%, Yi, 5i) = T D yi © 5.

Therefore, from Theorem 1, we obtain for every
value of r

rpH*(r) =Pr{Sy = 5,,5 = Spn—r} =
= Pr{$n_1 *Yn—1=0,Tp—p_1 *Yp—p—1 = 0},
and, hence bits at positions n —1 and n —r —1
are independent,
rpt(r) = (Propfaxb= 0})?2,

where a,b € {0,1}. The statement of the the-
orem follows from direct calculations on truth
tables for every operation. [
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Another way to generalize the H(x,y) func-
tion is to combine of more than two arguments.
There are two possible options.

Claim 2. For X ¢ V", X = (1), ..., 2(™)
define the mapping
HM(X) = x(l)@. . @x(m)@((x(l) .

Then, for every appropriate value of r,

HM 1)?
rp ™ (r) = <1—2m> )
Proof. Again, we can represent the function
HM(X) as the oblivious S-function as follows:
* the set of states: ) = {0,1};
* the initial state Sy = 0;
* the transition function
1) (2
Sis1 = p(X;) = aMa® 2™,

* the output function

zi = (X5, S;) = J:l(l)@x§2)@ . @xgm)@Si.

Therefore, from Theorem 1, we obtain for every
value of r

rpHM(r) =Pr{Sy = 5,,S0 = Spn—r} =
= Pr{S, = 0} Pr{S,—, = 0}.
As a result, we obtain
rptM(r) = p?,
P ="Pro g, ami@iaz...am =0},

where aj,as,...,a, €r {0,1}. The statement
of claim comes from this and the properties of
the logical AND operation. [J

Claim 3. Define the mapping
Hm(z,y,2) =2 ®y @ 2 ® (maj(z,y, z) < 1),
where maj(x,y, z) is a majority function:
maj(x,y,z) =y ®yz d xz.

Then for every appropriate value of r

Proof. As with previous claims, we can rep-
resent the function Hm(x,y, z) as the oblivious
S-function as follows:

* the set of states: @ = {0,1};

e the initial state Sy = 0;

* the transition function

Sit1 = (x4, yir i) = maj(@i, yi, zi);
* the output function

wi = (T4, Yi, 20, 5i) = T B Yi B 2 B S;.

M) « 1),

Therefore, from Theorem 1, we obtain for every
value of r

rp"™(r) = Pr{So = Sy, S0 = Sp—r} =
= Pr{maj(mnfl, Yn—1, anl) = O}X
X Pr{maj(%zfr—l, Yn—r—1, anrfl) = O}'

Hence maj is a balanced mapping, it takes zero
value with probability 1/2; thus,

which concludes the proof. [

As one can see, some of H, functions have
very small rotation probabilities. However, they
may lose some of the useful algebraic properties
of the original H operation, such as regularity.

The function HM, thus highly nonlinear, has
very high rotation probabilities. In contrast, the
function Hm is quadratic and has moderate ro-
tation probabilities. Therefore, for cryptographic
purposes, the appropriate mappings must be cho-
sen according to a wider set of criteria than just
security against rotational cryptanalysis.
4. Rotation Probabilities of
“Multiplication-by-3” Analogues

In this section, we consider mappings of the
form u,(z) = zx (x < 1), where * is a bitwise
operation. The functions u, are LRX-analogues

of multiplication by three:
3r=x+2r=x+(r<1) (mod?2").

In u,, modular addition is replaced with some
simpler logical operation. The cryptographic
properties of these mappings were studied
in [16].

The following statements describe all the ro-
tation probabilities of u,(z). These results were
obtained by first author and Denys Kobets [12].

Claim 4. The following equations hold:
rp* (1) = Pr{a,—1 *0 = 2yp_1 * T2,
xo*0 =20 *Tp_1};
rp*(n — 1) = Pr{x1 x0 = z1 x x0,
xo*0 =20 *Tp_1};
rp(r) = Pr{z,_» x0 =2, % Tp_p_1} ¥
X Pr{zg*0 =29 *xz,-1}.

forevery2 <r <n-—2.
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Proof. First, we construct the following rep-
resentation of w,(z) as the oblivious S-function:
* the set of states: @ = {0,1};
* the initial state Sy = 0;
* the transition function
Siv1 = Y(wi) = @i
* the output function
Zi = QO(.CEZ', Sz) = X; x Sz
Therefore, from Theorem 1, we obtain
rp’ (r) = Pr{p(zo, So) = @(x0, 5n),
So(fxnfra SO) = @(xnfra Snfr)} =
=Pr{zg*0=xz¢ *zp_1,
Tpr *0 = Tp_p* xn—r—l}‘
Substituting » with 1, n—1, or an arbitrary value

from 2 to n — 2 implies the statement of the
claim. [J

Corollary 2. For every operation *, the rotation

probabilities of u.(x) are evaluated as
rpt (1) = rp*(n—1) = q., P (r) = pi,

where

¢ =Propc{lax0=a%bbx0=">bx*c},

Px = Prop{a+0=axb},
and a,b,c €r {0,1}. The exact values are pro-
vided in the Table 1.

Corollary 2 follows from Claim 4 and direct
calculations.

Table 1

The rotation probabilities fop u.(z)
R RO RG]

rp*(n—1) | 2<r<n-—2

A 5/8 9/16
\Y 1/2 9/16
+ 1/2 9/16
T 5/8 9/16
— 5/8 9/16
— 1/2 9/16
2] 1/4 1/4
~ 1/4 1/4

As Table 1 shows, all operations x can be
divided into two classes: nonlinear (x € Q) and
linear (x € {®,~}). The probability of that a
rotation pair will pass through nonlinear trans-
formations are between 0.5 and 0.625. Interest-

ingly, both the smallest and largest probabilities
are achieved for the smallest rotation value (one
position to the left or right). For linear trans-
formations, every rotation probability is equal to
0.25 for any rotation value.

The work [17] shows that the rotation proba-
bilities of the function f(z) = 3z mod 2" for
1 depend on n, but tend to the value
1/3. Accordingly, nonlinear LRX analogues of
this mapping have higher rotation probabilities,
which can be considered as a certain trade-off
for a simpler and faster computable structure.
Contrary to this, linear transformations have
lower rotation probabilities and, consequently,
provide better security against rotational crypt-
analysis. However, it should be noted that linear
transformations do not provide security against
other types of cryptanalysis, such as differential
and linear cryptanalysis. Therefore, when con-
structing ARX cryptosystems using constant mul-
tiplication analogues, combining nonlinear and
linear operations is desirable in order to achieve
the desired level of security against all types of
cryptanalysis.

T =

5. Rotation Probabilities of Specific Types
of Oblivious S-functions

In this section, we consider two types of
ARX transformations that combine the concepts
of NORX-like mappings and multiplication-by-3
analogues:

filzy)=r0yd (rx(y<1)) & (yx(z < 1));
gz, y) =28y ® (rx (2 < 1))@ (y*(y < 1)),

where x denotes some bitwise operation on bi-
nary vectors.

Claim 5. The rotation probabilities for the func-
tions f,(x,y) and g.(z,y), where x € Q, are equal
to 3/8, 7/16 or 25/64. The exact values are given
in Table 2.

Proof.
S-function.
sentation:

« the set of states: Q = V5,

the states S; = (a;, b;);
* the initial state Sp = (0,0);
e the transition function

The function f, is an oblivious
We construct the following repre-

Siv1 = Y(zi,yi) = (T4, vi);
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Table 2
The rotation probabilities for f.(z,y) and g.(z,y)
L ), rp(r),
rpin—1) [ 2<r<n-—2
A 7/16 25/64
V 3/8 25/64
4 3/8 25/64
T 7/16 25/64
— 7/16 25/64
— 3/8 25/64
> 7/16 25/64
o> 3/8 25/64

* the output function

zi = 0T, Yi, Si) = ;DY B (xixb; ) B(yi*a;).

Therefore, according to Theorem 1, the prob-
ability rp/*(r) is equal to the probability that
the next system of relations will be satisfied:

©(o, Yo, 50) = ©(20, Y0, Y(Tn—1,Yn—1)),
cp(xn—r’ Yn—r, SO) =
= (p(xn—rv Yn—r, 1/1(:1771—7"—17 yn—r—l))‘

After substituting the expressions ¢ and 1,
we obtain the following system of relations:

(0% 0) © (yo x 0) @
& (20 * Yn—1) ® (Yo *x Tp—1) = 0,
(Tp—r x0) ® (Yn—r x0) @
S2] (xn—r * yn—r—l) S (yn—r * xn—r—l) = 0.
For each operation x € O and for each value
r, the probability that this system will be satis-
fied is found directly by constructing the corre-
sponding truth tables.
Similarly, the function g, is also an oblivious
S-function with the following representation:
« the set of states: Q = V5,
the states S; = (a;, b;);
* the initial state Sy = (0,0);
* the transition function

Sit1 = V(xi, i) = (@i, ¥:)s

* the output function

zi = (T4, Yi, Si) = iy B (xi%a;)B(yixb;).

The probability rp9*(r) is equal to the prob-
ability that the next system of relations will be
satisfied:

@(20, Y0, 50) = (0, Yo, ¥(Tn—1,Yn-1)),
O(Tn—r, Yn—r, S0) =

= O(Tn—r; Yn—rs Y(Tn—r—1,Yn—r—1))-
After substituting the expressions for ¢ and

1, we obtain the following system of relations
that defines the probability rp9*(r):

(zo*0) ® (yo x 0) &

D (350 * l‘nfl) ©® (yO * ynfl) =0,

(@n—r*x0) & (Yn—r x0) ®

D (Tn—r * Tn—r—1) ® (Yn—r * Yn—r—1) = 0.

For each operation x € Q@ and for each value
r, the probability that this system will be satis-
fied is also found directly by constructing the
corresponding truth tables. [

For illustrative purposes, we demonstrate the
proper calculation of the rotation probabilities
for the function
g(1,y) = z8ys(z - (r < 1)s(y » (y < 1)).

It is easy to verify that, for a € {0,1}, the
relation a - 0 = a holds. According to the
proof of Claim 5, the probabilities rp9~(r) are
equal to the probability of satisfying the follow-
ing system of equations:

20 @ Yo ® (0 + Tn-1) ® (Yo =+ Yn-1) =0,
Tpn—r D Yn—r D (xn—r e wn—r—l) &
@ (yn—r e yn—r—l) =0.

For 2 < r < n — 2, we have rp9=(r) = p?,
where

p=Pr{a®b® (a»c)d(b-»d) =0} (1)

The truth table for calculating probability (1) is
given in Table 3. From this table we have

10\? 25
rpd=(r) = (16) =61

For r = 1, the following system of equations
is used to calculate rp9~(1):
20 @ Yo ® (T0 + Tn-1) ® (Yo =+ Yn-1) =0,
Tpn—1 D Yn—1 D (Tp_1 = Tp_2)®
@ (yn—l -+ yn—2) =0.

Therefore,

rp?r(r) =

=Pr{a®bd(a»c)d(b+»d) =0, (2

10
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Table 3

Truth table for calculating probability (1); here
B=a»c¢C=b»d A=a®db®BdC.

The probability p is calculated as p = Pr{4 = 0}

al|lb|lc|dl|l B cll A
0[0]0]O0 0 0 0
010011 0 0 0
0|0]1]0 0 0 0
0j]0]|1]1 0 0 0
0|1]0]0 0 1 0
0O|1]0]1 0 0 1
oO|1]11]0 0 1 0
o|]1]1]1 0 0 1
1101010 1 0 0
110|011 1 0 0
110110 0 0 1
1101 1 0 0 1
1 1100 1 1 0
1 1101 1 0 1
1 1 1|0 0 1 1
1 1 1 1 0 0 0

The truth table for calculating probability (2)
is given in Table 4. From this table, we can see
that

28 7
9o (p) = 22 = L
) =5 T 16

The case r = n — 1 is similar to the case

r=1.

Conclusions

This paper introduces a new ARX primitive:
the oblivious S-function. The computation states
of such S-functions depend only on the input
arguments and not on previous states. Thus,
oblivious S-functions have a simplified compu-
tation scheme, increasing their implementation
efficiency.

For the oblivious S-functions, we obtained
general analytical expressions for the rotation
probabilities, which characterize security against
rotational cryptanalysis. We demonstrate that the
rotation probability values do not depend on the
input vector lengths and only take two differ-
ent values, depending on the rotation parame-
ter. Numerical values of rotation probabilities
have been thoroughly obtained for several classes
of oblivious S-functions, including generalized
NORX-like operations and multiplication-by-3
analogues.

These results can be used to construct new
ARX/LRX cryptosystems with provable security
against rotational analysis and other types of
cryptanalysis.
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Table 4

Truth table for calculating probability (2); here
C=a»¢D=b+»d E=c»eF=d-~f,
A=a®bdC®D,B=c®d®dEGF.

The lines that determine the probability

Pr{A =0, B =0} are marked in bold

Q

e e e e e e e e lele e el oo ol =l == oo o leole e oo ol e X =R=Reliw o] §S]

—m e s R e e s e e, e e, 0000000000000 OO R, R RERE R, R, RRERE_RERERERERER,,OOO00000000000000C0QOC
e = = =, =, 000000000 R HRFREREPRE R, R R, O00000000 R R REREREREREFR,O00000000 R RERERRE,R,OO000000Q0N
__—_—_0 0000 RE R, OO0 0 R HEFHE PO, R OO0 R R HE PO O0OR PR PO, OOOO === OOOOoa
—_——_o 0O~ OoOO0ORP P OO PO RO, —~POO0OHR OO OO—RHPOO PO, —~POO0OR,RPOO—RHR,POO—~,OO—~ OO~ —~OO0
—_ O~ OO~ O~ O—RO0O—~O0O~RO—~RO—~RO~RO—~RO—RORO—~RO—RO—RO—RO—ROR—RO—~RO—RORO—~ROFRO—RO—~O RO —O—~0O m—0O — Ofw
[elelolololo ol ol Ne e o el e Nele ol il e e e o e lolole oo ool o E=ele oo el lo oo o oo e oo X =]

OOOO——.—»—OOOOv—»—»—-—OOOOOOOOOOOOOOOOOOOO——-»—v—OOOO»——‘»—‘—OOOOOOOOOOOOOOOOU
OO~ OO OO0 000000O— OO~ 000000000 O—R—0O0OR—00000000OO——OoO0O—R—ROOOOCOCCOOlm
O~ OO0 RO~ 00000~ OO0 RO~ O0C0O0O—~ OO0 —~O—RO0O000O0—O—~LO00O—~O RO O O

e R e I I e e e I e R e R = R - - NNl NNl Ne N Nel RN

S—~r—o—~,—~OoO0C—~O—~ROoO—~ O~ —~O0O0O—~Ro o000~ —~O o000 oo~ —~ro—~~roo—~ro—~ocoococel
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