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Abstract

This paper investigates generalizations of the Lai-Massey scheme, including unified constructions
combining it with the Feistel scheme (MD GLM, UFLM, L-Feistel, and quasi-Feistel). New reductions
to the quasi-Feistel scheme are provided. Known efficient quantum attacks are analyzed, including
chosen-plaintext attacks on 3 rounds and chosen-ciphertext attacks on 4 rounds for a special case of the
quasi-Feistel cipher using Simon’s algorithm. It is demonstrated that restrictions in that work led to the
degeneration of the quasi-Feistel scheme into the standard Feistel scheme, replicating known quantum
attacks on the Feistel scheme. New two-round distinguishing attacks are presented for the L-Feistel and
MD-1 GLM schemes, enabling round key recovery.
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Introduction

The Lai-Massey scheme is a cryptographic
construction for building block ciphers that
serves as an alternative to the more popular Feis-
tel scheme. It was first proposed in 1990 for
the PES cipher (Proposed Encryption Standard)
by Xuejia Lai with contributions from James
Massey [1]. After vulnerabilities to differential
cryptanalysis were discovered in PES, the cipher
was modified and renamed IDEA. Serge Vau-
denay formalized the construction of the IDEA
cipher, identified the need for an additional trans-
formation to prevent a distinguishing attack, and
named it the "Lai-Massey scheme" [2]. Since
then, modifications and generalizations of the
Lai-Massey scheme have emerged, though their
applications in cipher design are far fewer than
those of the Feistel scheme. Ciphers such as
FOX (IDEA-NXT), WIDEA, Akelarre, BISON,
and iISCREAM are built on schemes similar to
Lai-Massey. These constructions are used not
only as the global iterative round structure but
also locally — for nonlinear components. For
example, the S-boxes in MESH have a similar
design, as do the S-boxes in Littlun of the FLY
cipher. The Lai-Massey scheme remains less
popular than Feistel or SPN schemes due to cer-
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tain weaknesses (e.g., invariant subspaces), but it
is valued for its fast diffusion property. Addition-
ally, the encryption and decryption schemes are
identical up to the key schedule, and the round
function does not need to be invertible.

Given the modern use of modified and gener-
alized Lai-Massey schemes, the question of quan-
tum cryptanalysis and obtaining corresponding
security estimates for such schemes is relevant,
particularly unified approaches that combine Lai-
Massey and Feistel schemes.

1. The Lai-Massey Scheme and Its Gener-
alizations

Let (G,+) be a finite abelian group, and o
a mapping of the foom G — G. If the map-
pings o and x — o(z) — x are permutations on
the set GG, then the mapping o is called an or-
thomorphic permutation or orthomorphism. In
particular, if G ={0,1}" and the group op-
eration is component-wise addition modulo 2
(i.e., @), then an orthomorphic permutation
o: {0,1}" —{0,1}" is called a linear ortho-
morphic permutation.

The Lai-Massey scheme, shown in Fig. 1a,
is an abstraction of the IDEA block cipher. Let
(G,+) be a finite abelian group, and subtrac-
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Figure 1: i-th round of the Lai-Massey scheme

tion — defined as addition with the inverse ele-
ment. For given r functions fi,...,f: G - G
and mapping H: G x G — G x G, the r-round
Lai-Massey scheme LM, is a permutation on the
set G, defined as follows. The inputs to the i-th
round, ¢ € {1,...,r}, are the pair (a;—1, 5i—1),
where «;_1,0;—1 € G. The outputs of the i-th
round are the pair (v, 3;), such that
o = H(ovi—1 + fi(aim1 — Biz1)),
Bi = Bi—1 + filai—1 — Bi—1).

Usually, the functions fi,..., f, are parameter-
ized by round key values, so one can assume
that f; = f(k;,-) for any value i € {1,...,r}.
The half-round transformation H prevents the
appearance of an invariant (o; — 3;) and the cor-
responding distinguishing attack. In general, the
transformation H may depend on the key, but
in most cases it does not, so the application of
the mapping H is omitted in the last r-th round.
Moreover, typically the half-round transforma-
tion H for the Lai-Massey scheme has the form
H(a,B) = (o(a), B) for some orthomorphic per-
mutation o, as shown in Fig. 1b.

Initially, the Lai-Massey scheme was de-
fined over an arbitrary abelian group (G, +), for
which the subtraction operation is naturally de-
fined. Using an orthomorphic permutation o, the
round transformation has the form

(@, ) = (o(a+ fla=p)), B+ fla=p)).
The structural properties of the iterative block
cipher construction usually do not depend on the
specific implementation of the abelian group, so
often, without loss of generality, for such anal-
ysis it is assumed that (G,+) = ({0,1}*",®)
for some natural number n. This does not mean
that all implementations over other groups are
equivalent in terms of security to this choice of
group, but this substitution is important for theo-
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retical analysis of the scheme itself. Accordingly,
the Lai-Massey scheme is also referred to as the
scheme shown in Fig. 2a.

Y

(a) Lai-Massey &

scheme (b) MD GLM scheme

Figure 2: i-th round of the Lai-Massey scheme

2. Unified Generalizations

The simplest generalizations of the Lai-
Massey scheme could involve replacing the ad-
dition and subtraction operations with three dif-
ferent operations with corresponding properties,
as well as using the experience of generalizing
the Feistel scheme to construct a multi-branch
Lai-Massey scheme. More interesting is the ap-
proach to constructing a generalization of the
Lai-Massey scheme that combines it with the
Feistel scheme, as this allows, first, for a more
flexible construction, second, to compare differ-
ent construction schemes, and third, to try to
leverage the advantages of each scheme to build
more secure ciphers.

Mirzaee-Dehnavi Generalized Lai-Massey
Scheme

The term generalized Lai-Massey scheme or
GLM (from generalized Lai-Massey scheme) is
used for several constructions, so it is neces-
sary to specify which generalized construction is
being considered.

One variant of generalizing the Lai-Massey
scheme is the schemes proposed by Mirzaee
Shamsabad and Dehnavi in the work [3] in 2020.
Inspired by the features of the S-box construc-
tion in Littlun of the FLY cipher, they proposed
a new generalized Lai-Massey scheme that uses
multiple parts of the round key and is shown
in Fig. 2b. We will refer to this scheme as the
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Mirzaee-Dehnavi generalized Lai-Massey scheme
or abbreviated as the MD GLM scheme.

Since round keys are often added using
component-wise addition modulo 2, the work [3]
also proposed modifications of the MD GLM
scheme, in which this operation is highlighted,
shown in Fig. 3a and Fig. 3b. We will refer to
these schemes as MD-3 GLM and MD-1 GLM,

respectively.

Thus, for arbitrary inputs to the
i-th round (aj—1,0i—1), i-th round key
(k! k2, k3) € ({0,1}™)%, and arbitrary round

functions fi, fo, f3: {0,1}" — {0,1}" (where
functions f; and fo are bijective), the round
transformation of the MD GLM scheme has the
form
Fyp(ai-1, Bi-1) =
= (filk}, i) ® A, fo(k7, Bim1) ® A),
A= f3(kd, fi(k), i) @ fa(kD, Biz1)).

And, for arbitrary inputs to the
i-th  round (Oéi—h Bi—1 S { 0,1 }n>’
i-th round key (k1 k% k}) e ({0,1}")°
or k; € {0,1}", and arbitrary functions

f1, f2, f3: {0,1}" — {0,1}" (where functions
f1 and fo are bijective), the round transfor-
mations of the MD-3 GLM and MD-1 GLM
schemes have the form

Fypa(ai-1,Bi-1) =
= (fi(k} ® ai—1) ® As, f2(k] ® Bi1) & As),
Az = fa(ki @ fi(k] © ai1) @ fa(ki ® Bi1));
Fyupa(oio1,Bi-1) =
= (fi(ai—1) ® Aq, f2(Bim1) © A1),
A1 = f3(k} ® fi(ai1) @ f2(Bi1)).

e
e
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(a) MD-3 GLM scheme (b) MD-1 GLM scheme

Figure 3: i-th round of the Lai-Massey scheme
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L-Feistel Scheme

In the work [4] in 2022, Jiajie Liu, Bing Sun,
and Chao Li proposed a new two-branch iterative
block cipher construction, named by the authors
as the L-Feistel scheme (likely, the name comes
from the word linear). This scheme generalizes
the two-branch Feistel and Lai-Massey schemes,
is self-inverse, and is shown in Fig. 4a.

Fy is an n-dimensional vector field over
the binary field o, n € N>q. Let the square
matrices Aj, As, Bi, By € F3*™ be such that
A1By ® AsBs = 0 (ensures the involutivity of
one round and identical encryption and decryp-
tion procedures), and the rank of the matri-

A A BT BT
ces [ Ay Al] and [BQT BT equals 2n (from

which follows the non-degeneracy of the ma-
trix A1By ® A3Bj). For arbitrary inputs to
the 4-th round «a;_1,3;_1 € {0,1}", i-th round
key k; € {0,1}", arbitrary linear mapping
@: {0,1}*" —{0,1}*", and arbitrary round
function f: {0,1}" x{0,1}" — {0,1}", the
round transformation of the L-Feistel scheme
(with swapping the left and right parts) has the
form

Fr(ai-1,Bi-1) = (Bi—1 ® B2A, aj—1 @ B1A),
A = f(ki, Ajoi—1 © Asfi1).

(b) UFLM scheme

(a) L-Feistel scheme

Figure 4: i-th round of the Lai-Massey scheme

UFLM Scheme

In the work [5] in 2024, Zhengyi Dai,
Chao Li, and Chun Guo proposed the unified
UFLM scheme, which covers both the two-
branch Feistel scheme and the two-branch Lai-
Massey scheme as special cases. They showed
that the differences between these two schemes
with similar encryption and decryption proce-
dures reduce to different applications of a part
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permutation of order 2 and an orthomorphic per-
mutation whose order is at least 3.

For arbitrary inputs to the i-th round
a;_1,Bi-1€{0,1}", i-th  round  key
k; € {0,1}", arbitrary  linear  mapping

@: {0,1}* = {0,1}*", and arbitrary round
function f: {0,1}" x{0,1}" — {0,1}", the
round transformation of the UFLM scheme has
the form
Iy [ail QG—1

@'—1] - [,Bi—l @ f(ki,ai-1)

and is shown in Fig. 4b.

Quasi-Feistel Scheme

Aaram Yun, Je Hong Park, and Jooyoung
Lee in the works [6] in 2007 and [7] pro-
posed a quasi-Feistel scheme construction for
iterative block ciphers, which is a generaliza-
tion of Feistel-like schemes and the Lai-Massey
scheme.

Definition 1 ([6]). A combiner function
for a pair of sets (X,Y) is a function
I'' X x X xY — X such that for arbitrary
elements r€ X and y €Y, the mappings
v (v, z,y) and w — T'(z,w,y) are permuta-
tions on the set X.

For an arbitrary integer b > 1, combiner func-
tions for the pair of sets (X, X?™1) are called
b-combiners over the set X.

Definition 2 ([6]). For an arbitrary non-empty
set X, letb > 1 and r > 1 be some fixed integers,
P,Q: X" — X arbitrary permutations, and T an
arbitrary b-combiner over the set X. For given
r functions fi,..., fr: X*~' — X, the b-branch
r-round quasi-Feistel cipher for round functions
fiy..., fr relative to (P, Q,T") is the mapping

U=0,%fr,. . fr) X X

defined using the quasi-Feistel scheme: for an ar-
bitrary value x = (x1,...,xp) € X0 compute
y = Y(z) according to the rules:
1) (z0,21,...,2p—1) = P(x),
2) zigp—1 =T(zi1, fi(zis -, Zigo—2),
(Zis- oo Zigp—2)) forie {1,...,r},
3)y= Q_l(zm Zrilye - Zrbb—1)-

The set X is called the underlying set, the per-
mutation P the pre-processing permutation, and
the permutation @ the post-processing permuta-
tion.
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For an arbitrary combiner function I' for
a pair of sets (X,Y), fix an arbitrary value
y €Y, then the algebraic structure (X,I'y)
is a quasigroup, where I'y: X xX — X,
I'y(v,z) =T(v,z,y) for arbitrary elements
v,z € X. Thus, an arbitrary combiner func-
tion I' can be viewed as a parameterized family
{ry }er of quasigroups, which gave the name
to the scheme proposed in the work [6].

All round functions fi,..., f, can also be de-
fined using a binary function with an additional
argument being the round key value. A quasi-
Feistel cipher (scheme) is balanced if b = 2, and
unbalanced when b > 2. Obviously, any quasi-
Feistel cipher is a permutation on the set X?.

Claim 1 ([6]). The (unbalanced) Feistel scheme
is a special case of the quasi-Feistel scheme with
the combiner function I'(v, x,y) = v @ .

Claim 2 ([6]). The Lai-Massey scheme
is a special case of the quasi-Feistel
scheme with the combiner  function
T,z,9) =y +7(y—v+a+71'(y—v))
where T(x) = o(x) — x, and the underlying set is
a finite abelian group G.

3. Reductions of Schemes

Obviously, the Lai-Massey scheme with addi-
tion modulo 2 (Fig. 2a) is a special case of the
Lai-Massey scheme with orthomorphic permuta-
tion (Fig. 1b), which, in turn, is a special case
of the general Lai-Massey scheme (Fig. 1a).

Also, it is clear that the MD-1 GLM scheme
(Fig. 3b) is a special case of the MD-3 GLM
scheme (Fig. 3a), which, in turn, is a special
case of the MD GLM scheme (Fig. 2b). Us-
ing transformations in the MD GLM scheme
that depend on parts of the round key does
not allow exploiting the structural features of
the scheme, and it can be described using a
quasi-Feistel scheme with the combiner function
['(v,z,y) = x, i.e., considering the entire round
as one key-dependent transformation.

The round of the UFLM scheme also looks
like one key-dependent transformation. But
when reducing the L-Feistel scheme to the quasi-
Feistel scheme, one can use the constructive fea-
tures of building one round.
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Claim 3. The L-Feistel scheme is a special case
of the quasi-Feistel scheme with the combiner func-
tionT'(v,z,y) = v @ (A1 By ® AsBy)x.

Proof. Let the square matrices
Ay, Ag, By, By € F3*" be such that
A1B1 @ A3By =0, for the L-Feistel scheme.

Denote the inputs to the i-th round as
;1,81 € {0,1}", and the i-th round
function as f;: Fy xFy —Fy, ie {1,...,r}.

Denote the ciphertext values through (., 3,).

If (cj—1,fi—1) is the input to the i-th round,
i€{1,...,r}, then according to the definition
of the round transformation we have:

(e, Bi) = (Bic1 @ BaA, i1 @ B1A),
A = f(ki, Aioi—1 @ Aafi—1).

From this, it follows that the identity holds for
all values 7 € {1,...,r}

Agoy; @ A1 = Aafi—1 @ AaBoAD
® A1 ® A1B1A = Ay @ AfBi—.

Define the underlying set of the com-
biner function as the set F3, and the com-
biner function itself as I': [y x Fy x Fy — [y,
I(v,z,y) =v® (A1 By ® A2By)z for arbitrary
values v, z,y € Fy. Let zg = Az ® A1 5y and
z1 = A1ag @ Afy. According to the quasi-
Feistel scheme using the given combiner func-
tion, we have

)

ziv1 = (21, fi(2), 2i)
=21 ® (A1 B2 ® AsBy) fi(z:).

We prove by induction that the iden-
tity z; = Aoay; ® A18; holds for all values
ie{l,...,r}. For i=1, this holds directly
by the definition of z;. Assume the statement
holds for all values ¢, 1 <7 <t <.

Using the round transformation and iden-
tity (1), we have
zi41 =21 © (A1B2 © A2 B1) fi(z) =

=Asay 1 © A1B1D

®© (A1B2 © A2B1) fr(A20q ® A1By) =
=Asay1 © A1B1D

© (A1 B2 © A2B1) fi(Ara—1 © A2fBi-1)
=A1(Bt—1 © Bafi(Aras1 © A2f 1))@

@ Az(ap—1 ® Bife(Aroy—1 @ Azfi—1)) =

=Ajoy @ Asfy = Asays1 ® A1Brat,

which by induction proves the identity
zi = Aga; @ A1 5; for all values i € {1,...,7r}.
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From the system of equations regarding the
values o; and §;, 1 € {1,...,r},

2 = Asa; © A13;
zit1 = Asaiy1 & A1Bip1 =
= A10; & A2
we have
= (AT Ay @ AT AN TH AT s @ A 2i)
Bi= (A" A1 @ AT A)) TN (A s @ AT ).

That is, from the intermediate (ay,[;),
ie{l,...,r}, one can efficiently compute
the corresponding value z;, and conversely —
from the values z; and z;4;, one can ef-
ficiently compute the corresponding value
(s, Bi)- From this, it follows that the
L-Feistel scheme is a special case of the quasi-
Feistel scheme with the combiner function
I(v,z,y) =v® (A1 By ® AaBp)x, and permu-
tations P, () such that

P(a, Bo) = (A0 & A1 5o, Arag ® A20),

and the permutation () returns the pair of values
(o, Byr) from the values z, and z,y; according
to the solution of the previous system of equa-
tions. [

4. Quantum Cryptanalysis

In the work [2], Vaudenay proved that
3-round and 4-round Lai-Massey schemes are
secure in the classical computing model against
chosen-plaintext attacks and chosen-ciphertext
attacks, respectively. In the work [8], it was
proven that 3 rounds (4 rounds) is a neces-
sary and sufficient condition for CPA-security
(CCA-security) of the Lai-Massey scheme in the
classical computing model.

But in the quantum computing model, in the
work [9], it was proven that the 3-round Lai-
Massey scheme is resistant to attacks using Si-
mon’s quantum algorithm, which distinguishes it
from the Feistel scheme. On the other hand, it
is sometimes noted that in the 2022 work [10]
by Shuping Mao, Tingting Guo, Peng Wang,
and Lei Hu, efficient quantum chosen-plaintext
attacks on 3 rounds and chosen-ciphertext at-
tacks on 4 rounds of the quasi-Feistel cipher
were constructed using Simon’s algorithm. Since
the quasi-Feistel cipher is a unified scheme for
Feistel and Lai-Massey schemes, and is a gen-
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eralization of the Lai-Massey scheme, such a
result may appear contradictory to the result
in [9]. However, in [10], these attacks are con-
structed under an extremely strong restriction on
the combiner function — only one specific func-
tion I'(v, z,y) = L1(v) ® Lo(x) ® L3(y) is con-
sidered, where the mapping L; is linear (Fig. 5
from [10]), which is very convenient for analy-
sis.

Figure 5: i-th round of the Lai-Massey scheme

Claim 4. The scheme shown in
Fig. 5 with the linear combiner function
T(v,z,y) = L1(v) ® La(x) & L3(y) is equiva-
lent to the standard Feistel scheme with different
round functions.

Proof. According to the scheme shown in
Fig. 5, we have the round transformation for
both parts «a;,3; € {0,1}" of the i-th round,
ie{0,...,r—1}

aip1 = L1(8;) ® L3(ag) ® La(fi(ou))
Bit1 = ;.

From this,

ie€{0,...,r—2}

Bive = L1(Bi) ® L3(Bi+1) ® La(fi(Bit1))s

it follows that for

or

Biva = L1(B) ® £; (Bir1),
since the transformations Lo and L3 can be in-
cluded in the round functions:

£ (Bix1) = L3(Bit1) @ La(fi(Bi+1))-

For correct decryption, the transformation I,
must be invertible, meaning an additional mod-
ification of the round functions will reduce the
round transformation to this form:

Biva = Bi @ fi (Bir1),
where for all i € {2,...,7r—1}
£; Biv1) = LT (filLa(Bivn))),
£ (B2) = Ly (f1(52)),
fr (Bri1) = A(La(Brin)).

65

This leads to the scheme shown in Fig. 5 being
equivalent to the standard Feistel scheme with
additional use of a linear transformation to one
part of the ciphertext. [J

Thus, there are no contradictions with the
results of the work [9], since in the work [10]
the standard Feistel scheme was investigated, and
the obtained results are already known, starting
from the work [11], and more complex attacks
on a larger number of rounds are already known.

Moreover, it appears that even a distinguish-
ing attack on one round of the quasi-Feistel
scheme in the quantum computing model can-
not be effective in the general case. The same
applies to the general form of the MD GLM and
UFLM schemes. It may be possible to construct
attacks for specific partial cases.

Claim 5. There exists an efficient chosen-
plaintext distinguishing attack on two rounds of
the L-Feistel scheme.

Proof. We use property (1) for the first two
rounds of the L-Feistel scheme, where («, (o),
(a1, 1) and (aw, B2) are the plaintext and the
outputs after the first and second rounds, respec-
tively

Arag @ AzBy = Asay @ A1,
Arog @ Asf1 = Agcig @ A1 Ba.

When constructing the attack on two rounds,
the values («v, Bp) and (aw, 52) are known, so
we solve this system for aq, 8;:

ar = (A1 © As AT A) (A20é2 © A1 520
® Az AT (A1 @ A2ﬁo)),
B = (As® A1 A AL) (A1a0 © A2P80®

D AlA;l(AZQQ D Alﬁg)) .

This allows computing the value of the first
round function from the value Aiag @ A5y, so
when constructing the attack, we use only such
plaintexts for which this value is fixed, while
for a random permutation this value is random,
allowing the construction of an efficient distin-
guisher. [J

The constructed attack even allows recovering
the values of two round keys in the sense of
recovering the round function value for a given
argument.
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Claim 6. If there exists a quantum algorithm for
solving the equation f1(x) @ fa(x) = ¢, then there
exists an efficient chosen-plaintext distinguishing
attack on two rounds of the MD-1 GLM scheme.

Proof. The idea is very similar to the con-
struction of the previous attack, but using the
property of the MD-1 GLM scheme:

i1 ® Bit1 = fi(ai) & f2(Bs)-

We use this property for the first two rounds,
where (ao, Bo), (a1,581) and (ag, B2) are the
plaintext and the outputs after the first and sec-
ond rounds, respectively

a1 @ B1 = fi(a) © f2(Bo),
az @ P2 = fi(a1) © f2(B1).

If we take values «p and [y such that
filao) = f2(Bo), then it follows that g = (1,
and this value can be recovered by solving the
equation ao @ B2 = fi(a1) @ fa(aq), since g
and o are known, which will distinguish the
cipher from a random permutation. [

This attack also allows recovering the values
of the round keys and can be performed given
a quantum algorithm for solving the equation
fi(z) ® fa(x & d) = ¢ for known values ¢, d.

Conclusions

In this work, various generalizations of
the Lai-Massey scheme are considered, includ-
ing unified schemes that combine Lai-Massey
and Feistel schemes: MD GLM, MD GLM-1,
MD GLM-3, UFLM, L-Feistel scheme, and
quasi-Feistel scheme. Reductions of the
MD GLM, UFLM, and L-Feistel schemes to
the quasi-Feistel scheme are constructed. Effi-
cient quantum attacks from the work by Shuping
Mao et al. are examined: chosen-plaintext on
3 rounds and chosen-ciphertext on 4 rounds for
a special case of the quasi-Feistel cipher using
Simon’s algorithm. It is proven that the restric-
tions on the quasi-Feistel cipher in that work led
to the degeneration of the quasi-Feistel scheme
into the standard Feistel scheme, thus their re-
sults replicate known results of quantum attacks
on the Feistel scheme. It does not seem possible
in the quantum computing model to even con-
struct an efficient distinguishing attack on one
round of the quasi-Feistel scheme in the gen-
eral case. Additionally, efficient distinguishing
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attacks on two rounds of the L-Feistel scheme
and the MD-1 GLM scheme are constructed (as-
suming the existence of an efficient quantum
algorithm for solving an equation of a certain
form), which also allow recovering the values of
the corresponding round keys.
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